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The vulnerability existed for an unknown
period, potentially exposing passenger data

IRCTC's reliance on third-party services for critical
functions like insurance may introduce security risks

Lack of proactive detection of the vulnerability
by IRCTC or the insurance provider

The ease of accessing data with random PNRs Opposing
s ; Arguments
suggests inadequate security measures

(The incident may erode public trust in digital government services

[National Cyber Security Strategy]

Digital India Initiative Government

Schemes

Cyber Swachhta Kendra (Botnet
Cleaning and Malware Analysis Centre)

Cybersecurity in Public
Transportation Systems

Implementation of multi-factor authentication
for accessing sensitive information

(Regular third-party security audits and penetration testing] Bh;:rgargggi

Adoption of data encryption and
tokenization for storing personal information

Implement stricter access controls
and data validation mechanisms

IRCTC digital platforms and partner services Way

Forward

Enhance collaboration between government
agencies, private sector, and cybersecurity experts

[ Conduct regular security assessments of all ]

Develop a comprehensive incident response
plan for data breaches in public services

IRCTC had addressed a critical
vulnerability on its insurance portal

3 The vulnerability allowed unauthorized
Introduction . p
access to passengers' travel details

It also enabled changes to nominee
information in travel insurance policies

Cybersecurity vulnerabilities in public transportation
systems have been a growing concern

IRCTC, as a major online ticketing
platform, handles sensitive passenger data
Background
[Travel insurance is often bundled with ticket]

bookings, involving third-party insurers

Increasing digitization of travel services
has led to new cybersecurity challenges

Balance between user convenience
and data security in online services

Responsibility of data protection in ]

assessments in public sector digital platforms

programs in improving cybersecurity

Major [ multi-party digital ecosystems
Debates [ Need for regular security audits and vulnerability ]

Role of ethical hacking and bug bounty ]

Quick response by IRCTC to address the
vulnerability shows commitment to data security

Involvement of CERT-In demonstrates the
government's active role in cybersecurity

Arguments security researchers in identifying vulnerabilities

Fixing the issue protects millions of passengers
from potential data breaches and fraud

Supporting [The discovery highlights the importance of independent J

The incident underscores the need for robust
security measures in public-facing digital services

General Studies-3; Topic: Basics of cyber security

Cybersecurity in Public Transportation Systems

Introduction

e |RCTC had addressed a critical vulnerability on its insurance portal
e The vulnerability allowed unauthorized access to passengers' travel details
e It also enabled changes to nominee information in travel insurance policies

Background

e Cybersecurity vulnerabilities in public transportation systems have been a growing concern
e |IRCTC, as a major online ticketing platform, handles sensitive passenger data

e Travel insurance is often bundled with ticket bookings, involving third-party insurers

e Increasing digitization of travel services has led to new cybersecurity challenges

Major Debates

e Balance between user convenience and data security in online services

Responsibility of data protection in multi-party digital ecosystems
Need for regular security audits and vulnerability assessments in public sector digital platforms
Role of ethical hacking and bug bounty programs in improving cybersecurity
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Supporting Arguments

Quick response by IRCTC to address the vulnerability shows commitment to data security
Involvement of CERT-In demonstrates the government's active role in cybersecurity

The discovery highlights the importance of independent security researchers in identifying
vulnerabilities

Fixing the issue protects millions of passengers from potential data breaches and fraud

The incident underscores the need for robust security measures in public-facing digital services

Opposing Arguments

The vulnerability existed for an unknown period, potentially exposing passenger data

IRCTC's reliance on third-party services for critical functions like insurance may introduce security risks
The ease of accessing data with random PNRs suggests inadequate security measures

Lack of proactive detection of the vulnerability by IRCTC or the insurance provider

The incident may erode public trust in digital government services

Government Schemes

National Cyber Security Strategy
Digital India Initiative
Cyber Swachhta Kendra (Botnet Cleaning and Malware Analysis Centre)

International Best Practise

Implementation of multi-factor authentication for accessing sensitive information
Regular third-party security audits and penetration testing
Adoption of data encryption and tokenization for storing personal information

Way Forward

Implement stricter access controls and data validation mechanisms

Conduct regular security assessments of all IRCTC digital platforms and partner services
Enhance collaboration between government agencies, private sector, and cybersecurity experts
Develop a comprehensive incident response plan for data breaches in public services
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