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Cyber Security 

 

1. Cyber Security in India 
Microsoft has introduced a cybersecurity skills 
development campaign in 23 geographies, including 
India, to address the alarming shortage of internet 
security professionals.  
 
Need for:  
By 2025 there will be 3.5 million cybersecurity jobs 
available globally, representing a 350% increase over 
an eight-year period, as per Cybersecurity Ventures.  
● By that time, India alone is estimated to have 

almost 3.5 lakh cybersecurity job positions 
waiting to be filled, both in the private and public sectors.  

 
Concerns:  
● Cybercrimes in India caused Rs 1.25 trillion loss in 2019.  
● Cyber threats will continue to increase as the country starts developing smart cities and 

rolling out 5G network, among other initiatives.  
● There are only a few Indian companies who are making some of the cyber security products 

and there is a big vacuum in the sector.  
● Instances of cyberattacks by national/state actors targeting critical infrastructure and 

nationally important establishments are becoming more common. 
● On October 12, 2020 as India battled the pandemic, the electric grid supply to Mumbai 

suddenly snapped hitting the mega city’s hospitals, trains and businesses. Later, a study by a 
US firm that looks into the use of the internet by states, claimed that this power outage could 
have been a cyber attack, allegedly from a China-linked group, aimed at critical infrastructure. 

 
General challenges ahead for the countries worldwide:  
1. Digital gaps amongst nations create an unsustainable environment in the cyber domain.  
2. Growing digital reliance in the post-COVID era has exposed digital disparities which must be 

bridged through capacity building.  
3. There's a sophisticated use of cyberspace by terrorists to broaden their propaganda and incite 

hatred.  
 
Critical Information Infrastructure (CII): 
The Information Technology Act, 2000 defines Critical Information Infrastructure (CII) as “those 
computer resource, the destruction of which, shall have debilitating impact on national security, 
economy, public health or safety”.  
The Union Ministry of Electronics and IT (MeitY) has declared IT resources of ICICI Bank, HDFC 
Bank and UPI managing entity NPCI as ‘critical information infrastructure’. 
 
Importance of Critical information Infrastructure 

• World over governments have been moving with alacrity to protect their critical information 
infrastructure. 

• IT resources form the backbone of countless critical operations in a country’s infrastructure, 
and given their interconnectedness, disruptions can have a cascading effect across sectors. 

• An information technology failure at a power grid can lead to prolonged outages crippling 
other sectors like healthcare, banking services. 

 
Steps taken by the Government to spread awareness about cyber crimes: 

The United Nations’ specialised agency 
for information and communication 
technologies — International 
Telecommunication Union (ITU) has 
released the Global Cyber Security 
Index (GCI) 2020.  
The index is a trusted reference that 
measures the commitment of countries 
to cybersecurity at a global level.  
India is placed on the 10th spot. 
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1. The Government of India took the first formalized step towards cyber security in 2013, vide 

the Ministry of Communication and Information Technology, Department of Electronics and 
Information Technology’s National Cyber Security Policy, 2013. 

2. Online cybercrime reporting portal has been launched to enable complainants to report 
complaints pertaining to Child Pornography/Child Sexual Abuse Material, rape/gang rape 
imageries or sexually explicit content. 

3. A scheme for establishment of Indian Cyber Crime Coordination Centre (I4C) has been 
established to handle issues related to cybercrime in the country in a comprehensive and 
coordinated manner. 

4. Establishment of National Critical Information Infrastructure Protection Centre (NCIIPC) for 
protection of critical information infrastructure in the country. 

5. All organizations providing digital services have been mandated to report cyber security 
incidents to CERT-In expeditiously. 

6. Cyber Swachhta Kendra (Botnet Cleaning and Malware Analysis Centre) has been launched 
for providing detection of malicious programmes and free tools to remove such programmes. 

7. Formulation of Crisis Management Plan for countering cyber attacks and cyber terrorism. 
 
What needs to be done ahead? 
● Regularly issue alerts/advisories. 
● Capacity building/training of law enforcement personnel/ prosecutors/ judicial officers. 
● Improving cyber forensics facilities etc. 
● Speed up investigation. 
● Equally important is cyber propaganda. During the Doklam conflict, China tried its best to 

unleash cyber propaganda on India and indulged in complex psychological operations 
(psyops). 

● A national gold standard should be created, which ensures that Indian hardware and 
software companies adhere to the highest safety protocols. 

● Given the mutual distrust and vulnerability of the public and private sector, any solution 
involves sharing responsibility through a public-private partnership for critical infrastructure 
protection. 

● These should focus on building an institutional framework, expanding and deepening 
capacity, creating security standards and strict audits and evolving a cybersecurity incident 
reporting framework. 

 
Finally, ‘Police’ and ‘Public Order’ are State subjects as per the Constitution of India. States/UTs 
are primarily responsible for prevention, detection, investigation and prosecution of crimes 
through their law enforcement machinery. 
 

2. Cybercrime went up by 500% during pandemic 
The 14th edition of c0c0n, the annual cyber security and hacking conference was organised by the 
Kerala Police.  
 
Need for cybersecurity:  
With data gradually transcending into the open domain with numerous firms permitting 
employees to work from their homes amid the pandemic, sensitive information has become 
susceptible to security vulnerabilities. The rise of digital payments has also increased complex 
cyber crimes.  
● Also, Cyber crimes have gone up by almost 500% in India during the global pandemic.  
● The Information Technology Act, 2000, that dealt with cybersecurity and cyber crimes is not 

equipped to consider new-age changes in the mode of functioning of businesses and modus 
operandi of crimes in cyberspace.  

 
Need of the hour:  
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● While a National Cybersecurity Strategy is in the offing, the country is also in dire need of a 

data protection law, with cybercriminals increasingly weaponising data as a tool against 
national security in the post-pandemic era.  

● We need to consider the emerging threats from new technologies such as drones, 
ransomware, Internet of Things (IoT) devices and also the role of nation states in such cyber 
attacks.  

 

3. ModifiedElephant - a hacking group 
It was recently found by an American Agency that ModifiedElephant, a hacking group, had 
allegedly planted incriminating evidence on the personal devices of Indian journalists, human 
rights activists, human rights defenders, academics and lawyers.  
 
What is ModifiedElephant? What's the issue?  
ModifiedElephant operators have been infecting their targets using spearphishing emails with 
malicious file attachments.  
● Spearphishing refers to the practice of sending emails to targets that look like they are 

coming from a trusted source to either reveal important information or install different kinds 
of malware on their computer systems.  

 
How does it work?  
Through mail, the group delivers malware to their 
targets.  
● NetWire and DarkComet, two publicly-available 

remote access trojans (RATs), were the primary 
malware families deployed by 
ModifiedElephant.  

● It also sent android malware to its victims.  
 
What’s the Difference Between Malware, Trojan, Virus, and Worm?  
Malware is defined as a software designed to perform an unwanted illegal act via the computer 
network. It could be also defined as software with malicious intent.  
Malware can be classified based on how they get executed, how they spread, and/or what they 
do. Some of them are discussed below.  
1. Virus: A program that can infect other programs by modifying them to include a possible 

evolved copy of itself.  
2. Worms: Disseminated through computer networks, unlike viruses, computer worms are 

malicious programs that copy themselves from system to system, rather than infiltrating 
legitimate files.  

3. Trojans: Trojan or trojan horse is a program that generally impairs the security of a system. 
Trojans are used to create back-doors (a program that allows outside access into a secure 
network) on computers belonging to a secure network so that a hacker can have access to the 
secure network.  

4. Hoax: An e-mail that warns the user of a certain system that is harming the computer. The 
message thereafter instructs the user to run a procedure (most often in the form of a 
download) to correct the harming system. When this program is run, it invades the system 
and deletes an important file.  

5. Spyware: Invades a computer and, as its name implies, monitors a user’s activities without 
consent. Spywares are usually forwarded through unsuspecting e-mails with bonafide e-mail 
i.ds. Spyware continues to infect millions of computers globally.  
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4. Pegasus snooping case 
The continued use of spyware Pegasus, 
which an Israeli company sells to 
governments worldwide, was confirmed 
with fresh reports.  
 
What is Pegasus?  
It is a spyware tool developed by an 
Israeli firm, the NSO Group.  
Spyware spy on people through their 
phones.  
● Pegasus works by sending an exploit 

link, and if the target user clicks on 
the link, the malware or the code that allows the surveillance is installed on the user’s phone.  

● Once Pegasus is installed, the attacker has complete access to the target user’s phone.  
 
What can Pegasus do?  
● Pegasus can “send back the target’s private data, including passwords, contact lists, calendar 

events, text messages, and live voice calls from popular mobile messaging apps”.  
● The target’s phone camera and microphone can be turned on to capture all activity in the 

phone’s vicinity, expanding the scope of the surveillance.  
 
What is a zero-click attack?  
A zero-click attack helps spyware like Pegasus gain control over a device without human 
interaction or human error.  
● So all awareness about how to avoid a phishing attack or which links not to click are pointless 

if the target is the system itself.  
● Most of these attacks exploit software which receive data even before it can determine 

whether what is coming in is trustworthy or not, like an email client.  
 
Justice Madan Lokur Commission: 
The West Bengal government had, in July 2021, set up a Commission of Inquiry (Lokur 
Commission), under the 1952 Act, to look into the alleged surveillance of phones using the 
Pegasus spyware developed by the Israeli cyber-intelligence company NSO Group.  
 
What are the laws covering surveillance in India?  
Communication surveillance in India takes place primarily under two laws:  

1. The Telegraph Act, 1885.  
2. The Information Technology Act, 2000. 

 
What does the Telegraph Act say?  
Basically, the Act deals with interception of calls.  
● Under this law, the government can intercept calls only in certain situations — the interests 

of the sovereignty and integrity of India, the security of the state, friendly relations with 
foreign states or public order, or for preventing incitement to the commission of an offence.  

 
IT Act, 2000:  
Under the IT Act, all electronic transmission of data can be intercepted.  
● Apart from the restrictions provided in Section 5(2) of the Telegraph Act and Article 19(2) of 

the Constitution, Section 69 the IT Act adds another aspect that makes it broader — 
interception, monitoring and decryption of digital information “for the investigation of an 
offence”.  

http://www.insightsonindia.com/
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● Significantly, it dispenses with the condition precedent set under the Telegraph Act that 

requires “the occurrence of public emergency of the interest of public safety” which widens 
the ambit of powers under the law.  

 
Need for reforms and a comprehensive law on surveillance:  
A comprehensive law is needed to fill the gaps in the existing laws as highlighted by the Planning 
Commission. Currently, there are issues with:  

1. Permitted grounds.  
2. Type of interception.  
3. Granularity of information that can be intercepted.  
4. The degree of assistance from service providers.  
5. The “destruction and retention” of intercepted material.  

 
Conclusion:  
Tapping is a serious invasion of an individual’s privacy. With the growth of highly sophisticated 
communication technology, the right to sell telephone conversation, in the privacy of one’s home 
or office without interference, is increasingly susceptible to abuse. Therefore, a comprehensive 
data protection law to address the gaps in existing frameworks for surveillance is to be enacted.  
 

5. Ban of China-linked apps 
The Ministry of Electronics and Information Technology (MeitY) had banned 54 more apps 
which have either originated in China or have some Chinese connection.  
● These apps were banned for being a threat to national security.  
 
Provisions in this regard:  
The new apps have been banned using emergency powers under Section 69 of the Information 
Technology Act. Most of these apps were operating as clones or shadow apps of the apps that 
had earlier been banned by the government.  
 
Which other apps have been banned by the government in the past?  
● These apps were “prejudicial to sovereignty and integrity of India, defence of India, security 

of state and public order”.  
 
Why was this necessary? (Arguments by the government):  
1. Government had received many complaints from various sources including several reports 

about misuse of some mobile apps available on Android and iOS platforms for stealing and 
surreptitiously transmitting users’ data in an unauthorized manner to servers which have 
locations outside India.  

2. The compilation of these data, its mining and profiling by elements hostile to national 
security and defence of India, which ultimately impinges upon the sovereignty and integrity 
of India, is a matter of very deep and immediate concern which requires emergency 
measures.  

3. The Indian Cyber Crime Coordination Centre, Ministry of Home Affairs has also sent an 
exhaustive recommendation for blocking these malicious apps.  

 
Section 69A of IT act:  
Section 69A of the IT Act, empowers the Central Government to order that access to certain 
websites and computer resources be blocked in the interest of the defense of the country, its 
sovereignty and integrity, the security of the State, friendly relations with foreign States, public 
order or for preventing incitement to the commission of an offence.  
 
Implications of this move:  
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The blocking of a hundred more Chinese mobile applications suggests that the Indian government 
wants to make it amply clear that it will not shy away from leveraging its position as a massive 
market for technology in dealing with potentially dangerous geopolitical issues.  
 

6. Personal Data Protection Bill, 2019 
A Parliamentary panel deliberating on the Personal Data Protection Bill has made the following 
recommendations:  
● Limit the exemptions available to the government under the current version by placing 

reasonable restrictions on how the exemption can be availed.  
● The government be exempted only under a “just, fair, reasonable and proportionate 

procedure”.  
● The government keep non-personal data “including anonymous data” outside the purview of 

the personal data protection bill.  
 
Background:  
The draft Personal Data Protection Bill, 2019 was referred to a Joint Parliamentary Committee 
(JPC) in 2019 which was tasked to come up with a report on its recommendations on the various 
provisions in the bill.  
 
What's the issue?  
Currently, the contentious clause 35 of the draft data protection bill allows the government and 
its agencies to gain blanket exemptions from complying with any and all provisions of the bill, with 
no checks and balances in place.  
● Agencies like the Aadhaar authority UIDAI and the Income Tax Department have already 

sought to be exempted from the bill.  
 
The Personal Data Protection (PDP) Bill 2019:  
The genesis of this Bill lies in the report prepared by a 
Committee of Experts headed by Justice B.N. Srikrishna.  
The committee was constituted by the government in the 
course of hearings before the Supreme Court in the right to 
privacy case (Justice K.S. Puttaswamy v. Union of India).  
 
How does the bill seek to regulate data?  
The bill constitutes 3 personal information types:  

1. Critical 
2. Sensitive 
3. General 

 
Other Key provisions:  

• Data principal: As per the bill, it is the individual whose data is being stored and processed. 

• Social media companies, which are deemed significant data fiduciaries based on factors such 
as volume and sensitivity of data as well as their turnover, should develop their own user 
verification mechanism.  

• An independent regulator Data Protection Agency (DPA) will oversee assessments and audits 
and definition making.  

• Each company will have a Data Protection Officer (DPO) who will liaison with the DPA for 
auditing, grievance redressal, recording maintenance and more.  

• The bill also grants individuals the right to data portability, and the ability to access and 
transfer one’s own data.  

• The right to be forgotten: This right allows an individual to remove consent for data collection 
and disclosure.  

 

1. In August 2017, the Supreme 
Court held that privacy is a 
fundamental right, flowing 
from the right to life and 
personal liberty under Article 
21 of the Constitution.  

2. The Court also observed that 
privacy of personal data and 
facts is an essential aspect of 
the right to privacy.  
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Exemptions:  
The Personal Data Protection (PDP) Bill 2019 has a contentious section 35, which invokes 
“sovereignty and integrity of India,” “public order”, “friendly relations with foreign states” and 
“security of the state” to give powers to the Central government to suspend all or any of the 
provisions of this Act for government agencies.  
 
Why there are Concerns over the bill?  
The bill is like a two-sided sword. While it protects the personal data of Indians by empowering 
them with data principal rights, on the other hand, it gives the central government with 
exemptions which are against the principles of processing personal data.  

● The government can process even sensitive personal data when needed, without explicit 
permission from the data principals.  

 

7. Data Accessibility Policy 
The Ministry of Electronics and Information Technology (MeitY) has come out with a draft Data 
Accessibility and Use policy.  
 
Highlights of the policy:  
● The policy proposes to improve data availability, quality and use in line with the decade’s 

current and emerging technology demands.  
● Any data sharing shall happen within the legal framework of India, its national policies and 

legislation as well as the recognized international guidelines.  
● All data and information generated, created, collected, or stored by the central government 

and authorised agencies shall be covered by the policy.  
● Applicability: All government data will be open and shareable unless it falls under a negative 

list of data sets, categorised under the negative list of datasets that won’t be shared; and 
restricted access and shared only with trusted users, as defined by the respective ministry or 
department, under the controlled environment.  

 
Important bodies proposed to be created:  
● It proposes the establishment of an India Data Office (IDO) to streamline and unify data 

access and sharing among government and other stakeholders.  
● In case of the institutional framework, the draft noted that every ministry or department 

should have Data Management Units, headed by Chief Data Officers, which will work closely 
with the IDO to ensure the implementation of this policy.  

● India Data Council — comprising IDO and chief data officers — shall be constituted with the 
objective of undertaking tasks that require deliberation across ministries, departments and 
state governments.  

 
Expected policy outcomes:  
● Unlocking high-value data across the economy.  
● Facilitating a congruent and robust governance strategy.  
● Realising an interoperable digital infrastructure.  
● Data skills and data-driven culture.  
 
Concerns:  
● Lack of transparency in the consultation and drafting process: The process of consultation 

has not been transparent.  
● Perverse revenue objective: The ‘Preamble’ of the policy states that “India’s ambition of 

becoming a 5 trillion-dollar digital economy depends on its ability to harness the value of 
data”. With this, it appears that revenue generation through sale of citizen data emerges is 
the primary objective of the Policy.  
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● Harmful effects on informational privacy of citizens: In the absence of a personal data 

protection law, the envisaged interdepartmental sharing of data across the government 
departments may lead to a massive violation of the privacy of citizens.  

● Lack of clear & concise definitions for key concepts: New concepts introduced by the Policy 
have been defined in a vague and ambiguous manner which opens them up to 
misinterpretation.  

○ For example, the Policy creates a separate category of ‘High-Value Data Sets’ which it 
deems essential for governance and innovation, access to which will be accelerated. 
However, nowhere in the Background Note or the Policy has the category been 
concisely defined.  

 

8. RBI panel moots law to regulate digital lending 
Lending through digital mode relative to physical mode 
in India is still at a nascent stage in case of banks (Rs 
1.12 lakh crore via digital mode vis-à-vis Rs 53.08 lakh 
crore via physical mode).  
● However, the overall volume of disbursement 

through digital mode for the sampled entities has 
exhibited a growth of more than twelve-fold 
between 2017 and 2020 (from Rs 11,671 crore to Rs 
1.41 lakh crore).  

● Industry leaders say the strong growth in digital 
lending indicates the huge untapped credit 
potential in India which can be bridged efficiently 
through the use of technology.  

So, experts suggest bringing digital lenders under RBI 
regulation will help weed out the bad apples and ensure 
only serious players survive as cost compliance may be 
too high for the mischief makers.  
 
Main issues affecting the industry:  
The typical modus operandi of these companies is to 
lure customers by small-size loans of Rs 5,000, which 
can be paid back in a couple of weeks with some 
interest — typically of Rs 500 per month.  
● However, if the borrower fails to re pay this 

amount, it gets compounded at 120% per annum 
(10% per month), making it difficult for the borrower to repay.  

● This loan is sometimes masked as a service called Buy Now, Pay Later (BNPL), which allows 
shoppers to buy something but pay for it later within a stipulated interest-free period in three 
or more instalments. These loans mostly target young, new-to-credit, cash-strapped 
millennials.  

 
RBI working group:  
A Reserve Bank of India (RBI) Working Group (WG) on digital lending, including lending through 
online platforms and mobile apps submitted its recommendations.  
 
Key recommendations:  
1. A separate legislation should be enacted to oversee such lending.  
2. Setup a nodal agency to vet the Digital Lending Apps.  
3. A Self-Regulatory Organisation should be set up for participants in the digital lending 

ecosystem.  
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4. Develop certain baseline technology 

standards and compliance with those 
standards as a pre-condition for offering 
digital lending solutions.  

5. Disbursement of loans should be made 
directly into the bank accounts of borrowers 
and servicing of loans should be done only 
through the bank accounts of the digital 
lenders.  

6. All data collection must require the prior 
consent of borrowers and come ‘with 
verifiable audit trails’ and the data itself 
ought to be stored locally.  

 
Benefits of digital lending: 
● Digital lending has the potential to make 

access to financial products and services 
more fair, efficient and inclusive. 

● From a peripheral supporting role a few 
years ago, FinTech-led innovation is now at 
the core of the design, pricing and delivery 
of financial products and services. 

 
Need of the hour: 
A balanced approach needs to be followed so that the regulatory framework supports innovation 
while ensuring data security, privacy, confidentiality and consumer protection. 
 
What are the issues wrt digital lending apps? 
1. They attract borrowers with promise of loans in a quick and hassle-free manner. 
2. But, Excessive rates of interest and additional hidden charges are demanded from borrowers. 
3. Such platforms adopt unacceptable and high-handed recovery methods. 
4. They misuse agreements to access data on the mobile phones of the borrowers. 
 

9. Section 66A of the Information Technology Act 
The Centre has said that the Ministries of Information and Technology and Home Affairs had done 
their best to disseminate knowledge about the Supreme Court judgment in Shreya Singhal case 
on Section 66A. Despite this, many cases have been registered under this section.  
The Centre has made the following observations:  
1. Since the police and public order were “State subjects” under the Constitution, the onus lies 

with the states to implement the apex court’s 2015 judgment quashing the ‘draconian’ 
section 66A of Information and Technology Act.  

2. Law enforcement agencies share equal responsibility to comply with the apex court judgment. 
They take action against cyber crime offenders as per the law.  

 
What has happened?  
On July 5, the Supreme Court had expressed shock and dismay over police continuing to register 
cases under section 66A despite it being quashed six years ago.  
● As of March 2021, a total of 745 cases are still pending and active before the district courts in 

11 states, wherein the accused persons are being prosecuted for offences under Section 66A 
of the IT Act.  

 
What is Section 66A?  
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● Section 66A defines the punishment for sending “offensive” messages through a computer or 

any other communication device like a mobile phone or a tablet.  
● A conviction can fetch a maximum of three years in jail and a fine.  
● It empowered police to make arrests over what policemen, in terms of their subjective 

discretion, could construe as “offensive” or “menacing” or for the purposes of causing 
annoyance, inconvenience, etc.  

 
Why did SC strike down section 66A?  
The SC had noted that Section 66A arbitrarily, excessively and disproportionately invades the right 
of free speech, under article 19(1) (a) of the Constitution, and upsets the balance between such 
right and the reasonable restrictions that may be imposed on such right and the definition of 
offences under the provision was open-ended and undefined.  
 

10. Fake News 
Fake news is news, stories or hoaxes created to deliberately misinform or deceive readers. 
Usually, these stories are created to either influence people’s views, push a political agenda or 
cause confusion and can often be a profitable business for online publishers. Ex: Muzaffarnagar 
riots of 2013: fake video fueled communal passions. 
 
Consequences of fake news 

• Social media has led to a degradation of our political discourse where serious engagement has 
been supplanted by “hot takes” and memes. 

• Misinformation and disinformation spread in media is becoming a serious social challenge. It 
is leading to the poisonous atmosphere on the web and causing riots and lynching on the 
road. 

• Platforms for harmful conspiracy theories and hate speech 

• In the age of the internet (WhatsApp, Facebook, Twitter,) it is a serious problem as rumours, 
morphed images, click-baits, motivated stories, unverified information, planted stories for 
various interests spread easily among crores of internet users in India. 

• There have been many instances of online rumours leading to killings of innocent people. In 
some cases, ministers have deleted tweets after realizing the fake news which they shared 
earlier. 

• Fake news has also been used to deceive illiterate people financially. Example- Chit fund 
schemes introduced the concept of online fraud through spam emails. 

• Fake news has reduced people’s belief in social, print and electronic media = affect the 
benefits of these media. 

 
Laws and Regulation to Curb Fake News in India: 

• Press Council of India: It is a regulatory body which can warn, admonish or censure 
the newspaper, the news agency, the editor or the journalist or disapprove the conduct of 
the editor or the journalist if it finds that a newspaper or a news agency has violated 
journalistic ethics. 

• Indian Penal Code: Section 153 (wantonly giving provocation with intent to cause riot) and 
Section 295 (injuring or defiling a place of worship with intent to insult the religion of any 
class) can be invoked to guard against fake news. 

• Information Technology Act 2000: According to the Section 66 of the act, if any person, 
dishonestly or fraudulently, does any act referred to in Section 43 (damage to computer, 
computer system), shall be punishable with imprisonment for a term which may extend to 
three years or with fine which may extend to five lakh rupees or with both. 

• Civil or Criminal Case for Defamation: It is another resort against fake news for individuals 
and groups hurt by the fake news. IPC Section 499 (defamation) and Section 500 (whoever 
defames another shall be punished with simple imprisonment for a term which may extend 
to two years, or with fine, or with both) provide for a defamation suit. 
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• Fake news has existed since the dawn of the printing press but in the age of the internet and 

social media, it has found a tremendous application. Manipulation of algorithms of social 
media and search engines is a global trend now. 

• Misinformation and disinformation spread in the media is becoming a serious social 
challenge. It is leading to the poisonous atmosphere on the web and causing riots and 
lynching on the road. 

 
Measures Needed: 

• The current response to fake news primarily revolves around three prongs — rebuttal, 
removal of the fake news item and educating the public. 

o Rebuttal: It is a form of fact-checking wherein the fake news is debunked by 
pointing out errors like mismatch, malicious editing and misattribution. 

o Removal of Fake news: Technical companies like Facebook and YouTube uses 
o algorithms to proactively remove fake news from their platforms. 
o Also, WhatsApp has put a limit on forwarding messages, so as to limit the spread to 

fake news. 

• Education and Awareness: The government must take the initiative to make all sections of 
the population aware of the realities of this information war and evolve a consensus to fight 
this war. It must also take strict action against the fake news providers. 

o Ex: Italy has experimentally added ‘recognizing fake news’ in school syllabus. India 
should also seriously emphasize cybersecurity, internet education, fake news 
education in the academic curriculum at all levels. 

• Strict Regulation: News being spread using chatbots and other automated pieces of 
software should automatically be selected for special screening. 

• Bring out policy-: The government should bring out a draft seeking opinion from 
stakeholders regarding issues of controlling fake news. Any future guidelines on ‘fake news’ 
should target ‘fake news’ and not try to regulate media in the name of ‘fake news’. 

• Regulatory mechanism: The PCI needs to be reformed and empowered in a way so as to 
enable it to strike a balance between the freedom of media and speech on the one hand, and 
right to know on the other. 

• Government should have independent agency: to verify the data being circulated in social 
and other media. The agency should be tasked with presenting real facts and figures. 

• An ombudsman Institution: To receive complaints on fake news and initiate immediate 
action. 

• Accountability of Social Media: Social media websites should be made accountable of such 
activities so that it becomes their responsibility to have better control over the spread of 
fake news. 

• Using Artificial Intelligence: The artificial intelligence technologies, particularly machine 
learning and natural language processing, might be leveraged to combat the fake news 
problem. AI technologies hold promise for significantly automating parts of the procedure 
human fact checkers use today to determine if a story is real or a hoax. 

 
Conclusion 
Fake news affects free speech and informed choices of citizens of the country, leading to the 
hijacking of democracy. Hence it is extremely important that there is a collective effort from all 
the stake holders involved to tackle this menace comprehensively.  
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Money Laundering 

 

1. Impact of Money Laundering on economic development 
Money laundering is the process of creating the appearance that large amounts of money 
obtained from criminal activity, such as drug trafficking or terrorist activity, originated from a 
legitimate source. The money from the illicit activity is considered dirty, and the process 
“launders” the money to make it look clean. 
 
The Center informed the Supreme Court that the total proceeds of crime in PMLA cases pending 
before the top court is ₹67,000 crore. Centre also told that the number of PMLA cases 
investigated by the Enforcement Directorate (ED) has varied in five years, from 111 to 981 in 
2015-16 and 2020-21, respectively. 
 

 
 
Impact of Money laundering on economic development 

• Money laundering harms financial sector institutions critical to economic growth. Money 
laundering promotes crime and corruption that slows economic growth and decreases 
productivity in the real sector economy. 

• Money laundering can damage a country’s financial sector’s soundness and financial 
institutions’ stability, such as banks.  

• As it becomes difficult for the government to generate income from the related 
transactions, which are frequent in the informal economy, it decreases tax revenues, 
which causes a serious negative impact on the economy. 

• Money laundering criminals use shell companies because shell companies are commercial 
companies that appear legitimate but are actually controlled by criminals. 

• This increases the potential for monetary instability due to improper allocation of resources 
from artificial distortions in asset prices.  

• Seeing a country as a money-laundering haven is likely to attract criminals and encourage 
corruption. 

• Foreign financial institutions can limit their transactions with institutions from money 
laundering heavens, stop their investments, make transactions more expensive, and be 
subject to extra scrutiny. 

 
Evolving threats of Money laundering: 
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• Criminals open online accounts with digital currency exchanges, which accept fiat currency 

from traditional bank accounts. Then, they start a ‘cleansing’ process (mixing and layering), 
i.e., moving money into the cryptocurrency system by using mixers, tumblers, and chain 
hopping (also called cross-currency). Money is moved from one cryptocurrency into another, 
across digital currency exchanges — the less-regulated the better — to create a money trail 
that is almost impossible to track. 

• According to the “Cryptocurrency Anti-Money Laundering Report,”criminals also use theft 
and gambling to launder cryptocurrencies. 

• Since it doesn’t have regulatory authority, it is easy to trade between countries and can cause 
money laundering in disguise of trading. 

• Cryptocurrency is highly encrypted and cannot be traced easily. 

• Creation of Dark Web or Dark Market which cause it to exploit users through hacking. 

• Increasing proliferation of new non-cash payment methods such as prepaid cards, internet 
payments, and mobile payments has opened up new gateways for money launderers. 

• The rapid speed of transactions, coupled with minimal face-to-face interaction between the 
person initiating the transaction and the service provider, makes these new payment modes 
vulnerable to money laundering activities. 

 
Efforts of Government of India to address money laundering: 
Statutory framework: 
In India, before the enactment of Prevention of Money Laundering Act, 2002 (PMLA) the major 
statutes that incorporated measures to address the problem of money laundering were: 

• PMLA Act: 
o It prescribes obligation of banking companies, financial institutions and intermediaries 

for verification and maintenance of records of the identity of all its clients and also of 
all transactions and for furnishing information of such 
transactions in prescribed form to the Financial Intelligence Unit-India (FIU-IND). 

o It empowers the Director of FIU-IND to impose fine on banking company, financial 
institution or intermediary if they or any of its officers fails to comply with the 
provisions of the Act as indicated above. 

• The Black money (undisclosed foreign income and assets) and Imposition of Tax Act, 2015: 
o To deal with the menace of the black money existing in the form of undisclosed 

foreign income and assets by setting out the procedure for dealing with such income 
and assets. 

• Benami Transactions (Prohibition) Amendment Bill, 2015: 
o It aims to expand the definition of Benami Transactions and specifies the penalty to 

be imposed on a person entering into a Benami transaction. 
 
Institutional framework: 

• Enforcement directorate: 
o PMLA empowers certain officers of the Directorate of Enforcement to carry out 

investigations in cases involving offence of money laundering and also to attach 
the property involved in money laundering. 

• Financial Intelligence Unit: 
o It was established in India in 2004 as the central national agency responsible for 

receiving, processing, analyzing and disseminating information relating to suspect 
financial transactions. 

o FIU-IND is also responsible for coordinating and strengthening efforts of national 
and international intelligence, investigation and enforcement agencies in pursuing 
the global efforts against money laundering and related crimes. 

 
Way forward 

• Adhering to FATF guidelines regarding cryptocurrency. 
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• Need to expand capabilities on ways to probe virtual assets and regulate virtual asset provides 

to prevent money laundering. 

• A multi-agency or multi-disciplinary agency to work with public and private partnership is key 
in tackling criminal finances. 

• Strengthening information exchange to dismantle networks. 

• Enforcing new technologies in criminal finance networks. 

• Enacting Data Protection Laws, hiring ‘’White Caps’’ and enabling web audits of money 
transfer by banks. 

• Financial stability board: Global watchdog that runs financial regulation for G-20 economies 
for regulating digital currencies. 

 
Conclusion 
The evolving threats of money laundering supported by the emerging technologies need to be 
addressed with the equally advanced Anti-Money Laundering mechanisms like big data and 
artificial intelligence. Both international and domestic stakeholders need to come together by 
strengthening data sharing mechanisms amongst them to effectively eliminate the problem of 
money laundering. 
 

2. Menace of Black Money 
There is no official definition of black money in economic theory, with several different terms 
such as parallel economy, black money, black incomes, unaccounted economy, illegal economy 
and irregular economy all being used more or less synonymously. 
The simplest definition of black money could possibly be money that is hidden from tax 
authorities. 
 
Black money: Unsolvable problem 

• Funds parked by Indian individuals and firms in Swiss banks, including through India-based 
branches and other financial institutions, jumped to a 14-year-high of 3.83 billion Swiss 
francs (over ₹30,500 crore) in 2021 on a sharp surge in holdings via securities and similar 
instruments while customer deposits rose as well, revealed a report on annual data from 
Switzerland’s central bank. 

• The rise in aggregate funds of Indian clients with Swiss banks, from 2.55 billion Swiss francs 
(₹20,700 crore) at the end of 2020, marks the second consecutive year of increase. 

• Besides, the money held in Indian customers’ savings or deposit accounts rose to a seven year 
high of about ₹4,800 crore, reversing a two-year declining trend. 

 
Impact of black money 

• Loss of Revenue: Black money eats up a part of the tax and, thus, the government’s deficit 
increases. 

o The government has to balance this deficit by increasing taxes, decreasing subsidies 
and increasing borrowings. 

o Borrowing leads to a further increase in the government’s debt due to interest 
burden. If the government is unable to balance the deficit, it has to decrease 
spending, which affects development. 

• Money Circulation: People generally tend to keep black money in the form of gold, 
immovable property and other secret manners. 

o Such money does not become part of the main economy and, therefore, remains 
generally out of circulation. 

o The black money keeps circulating among the wealthy and creates more 
opportunities for them. 

• Higher Inflation: The infusion of unaccounted black money in the economy leads to higher 
inflation, which obviously hits the poor the most. 

o It also increases the disparity between the rich and the poor. 

http://www.insightsonindia.com/


 

www.insightsonindia.com                                                       17                                                                             InsightsIAS                      

INSTA MAINS 2022 EXCLUSIVE (INTERNAL SECURITY) 

NOTES 
 
Measures needed to curb black money 

• Income declaration scheme and Pradhan Mantri Garib Kalyan Yojana: An amnesty Scheme 
to encourage voluntary disclosure of black money and avoid prosecution after paying a fine of 
50% on the undisclosed income. An additional 25% of the undisclosed income is invested 
in the scheme which can be refunded after four years, without any interest. 

• Amendment to Benami properties transaction act: To provide with a wider definition to 
Benami properties and to provide with robust structural mechanism to deal with black 
money. 

• Promoting Cashless Economy: So as to ensure better control over money flow in the 
economy and prevent the creation of black money. 

• Special Investigation team under Justice Shah: To unearth the black money stacked in the 
country. 

• Transparency in political funding: By limiting the anonymous cash donations to Rs 2000 and 
introduction electoral bonds to prevent entry of black money in politics. 

• Legislation: Enactment of the Black Money (Undisclosed Foreign Income and Assets) and 
Imposition of Tax Act, 2015 to more effectively tackle the cases involving black money stashed 
abroad. 

• International Cooperation: India joined a group of 48 countries as early adopters to new 
global standards for automatically exchanging information from 2017. India-Mauritius and 
India-Singapore tax treaties amended to adopt source-based taxation of capital gains with a 
view to help curb tax evasion and tax avoidance. 

• Project Insight: To curb the circulation of black money. 
 
Conclusion and way forward 

• Appropriate legislative framework related to: Public Procurement, Prevention of Bribery of 
foreign officials, citizens grievance redressal, whistle-blower protection, UID Aadhar. 

• Setting up and strengthening institutions dealing with illicit money: Directorate of Criminal 
Investigation Cell for Exchange of Information, Income Tax Overseas Units- ITOUs at 
Mauritius and Singapore have been very useful, Strengthening the Foreign TAX, Tax Research 
and Investigation Division of the CBDT. 

• Electoral Reforms: Elections are one of the biggest channels to utilize the black money. 
Appropriate reforms to reduce money power in elections. 

• Imparting skills to personnel for effective action: Both domestic and international training 
pertaining to the concerned area. For instance, the Financial Intelligence Unit-India makes 
proactive efforts to regularly upgrade the skills of its employees by providing them 
opportunities for training on anti-money laundering, terrorist financing, and related economic 
issues. 

 

3. Prevention of Money Laundering Act 
Controversy over the series of raids and arrests of politicians, their relatives, and activists under 
Prevention of Money Laundering Act (PMLA) has made the Supreme Court to step in and check 
the misuse of the law.  
 
What's the issue?  
● The frequency and timings of these raids and arrests have raised concerns over the 

independence of PMLA and its agency, the Enforcement Directorate (ED).  
● According to Some activists, PMLA and ED are misused to attack opposition camps with 

political embarrassment.  
 
Major Allegations:  
● The law is being Used for Ordinary Crimes.  
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● Lack of Transparency and Clarity: The Enforcement Case Information Report (ECIR) - an 

equivalent of the FIR - is considered an “internal document” and not given to the accused.  
 
About the Prevention of Money Laundering Act:  
It was enacted as a response to India’s global commitment (including the Vienna Convention) to 
curb the menace of money laundering.  
Objectives of the Act: PMLA was enacted in 2002 and it came into force in 2005, to curb money 
laundering (process of converting black money into white) and to provide for seizure of property 
derived from money-laundering.  
 
There are mainly 3 objectives of PMLA:  
1. To prevent and control money laundering.  
2. To confiscate and seize the property obtained from the laundered money.  
3. To deal with any other issue connected with money laundering in India.  
 
Dispute redressal:  
● The Adjudicating Authority is appointed by the central government. It decides whether the 

property attached or seized is involved in money laundering.  
● The Adjudicating Authority shall not be bound by the procedure laid down by the Code of Civil 

Procedure,1908, but shall be guided by the principles of natural justice and subject to the 
other provisions of PMLA.  

 
Appellate Tribunal: An Appellate Tribunal appointed by the Government is given the power to 
hear appeals against the orders of the Adjudicating Authority. Orders of the tribunal can be 
appealed in the appropriate High Court.  
Special Court: Provision for establishing special court by the Union government under Prevention 
of Money Laundering Act, 2002 (PMLA).  
 
PMLA (Amendment) Act, 2012:  
● Adds the concept of ‘reporting entity’ which would include a banking company, financial 

institution, intermediary etc.  
● PMLA, 2002 levied a fine up to Rs 5 lakh, but the amendment act has removed this upper 

limit.  
● It has provided for provisional attachment and confiscation of property of any person involved 

in such activities.  
 
What has the Supreme Court said?  
The very concept of the offence of money-laundering in the Prevention of Money Laundering Act 
(PMLA) is “very wide” and any activity connected with the proceeds of crime is encompassed 
within the expression of money laundering under the legislation.  
 
What has the petitioners demanded?  
Section 3 of PMLA has to be read down to say that mere use and possession of proceeds of crime 
does not tantamount to money-laundering. There has to be something more and there has to be 
a projection.  
 

4. Financial Action Task Force (FATF) 
The Financial Action Task Force (FATF) has moved Mauritius out of its grey list.  
 
Why is Mauritius no longer subject to FATF's increased monitoring process?  
Mauritius has strengthened the effectiveness of its anti-money laundering and terror financing 
process, and has addressed related technical deficiencies to meet the commitments in its action 
plan regarding the strategic deficiencies that the FATF identified in February 2020.  
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Why was it included in the list?  
For several years, there have been 
apprehensions about Mauritius being a 
money laundering route for FPIs due to its 
limited regulatory oversight.  
 
Implications for India:  
● The move would enable Indian non-

banking and other financial services 
companies to receive foreign direct 
investment from funds and vehicles 
incorporated by international investors in 
Mauritius. This may indirectly lead to 
higher investment to India from the Island 
nation.  

● It is also expected that now there would 
be less scrutiny by custodian banks on the 
'beneficial ownership’ (BO) of Mauritius 
vehicles coming in as FPI and FDI.  

 
Background:  
Mauritius, which has been one of the largest contributors of FDI, has been recently losing out to 
jurisdictions like Singapore, Cayman Island, etc., partly because of amendment in the tax treaty 
with India and also due to it being put on the FATF grey list. Mauritius was put on the list in 
February 2020. After inclusion in the list, FDI inflow from Mauritius fell from Rs 57,785 crore in 
2019-20 to Rs 41,661 crore in 2020-21.  
 

5. Front-running 
Recently, there was a case of front-
running in the mutual fund business.  
● So, concerned about the prospect of 

similar activities occurring in the 
future, the Securities and Exchange 
Board of India (Sebi) is expected to 
take harsh action, which might 
include action against top fund 
house employees.  

 
What is front-running?  
● Front-running is a dubious market 

practice in which a dealer, trader or 
employee gets wind of a big order 
for buying or selling shares that will be placed by a fund or big investor and gets ‘in front’ of 
the trade.  

● Large orders usually move a stock’s price.  
● By buying shares just before the big order hits the market and selling them once the price 

moves up, the front-runner pockets illegal gains from his advance knowledge.  
 
Concerns associated:  
Front-running by insiders can adversely impact investors in a fund by bidding up the prices they 
get to buy stocks or hammering down the prices at which they get to sell.  
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Are regulations in place to prevent such practices?  
Yes, SEBI (Prohibition of Fraudulent and Unfair Trade Practices Relating to Securities Market) 
Regulations, 2003 clearly define front-running and characterises  it as a fraudulent and unfair 
practice. SEBI has invoked this section many times to pass orders against front-runners.  
 
Proposed actions by SEBI:  
● On the primary market front, the regulator is keen on enhancing disclosure and compliance 

requirement for listing of new-age technology companies.  
● For the secondary market participants, it is keen on enhancing awareness around responsible 

investing as lot of new customers are going for speculative trading.  
 
What more should be done to prevent it?  
Surveillance mechanisms of stock exchanges are most useful to uncover instances of front-
running.  
Surveillance software that tracks real-time trades in the market is well-equipped to spot similar 
trading patterns between big investors and individuals, which forms the basis for front-running 
investigations by the regulator.  
SEBI will also need to consider more stringent punishments for information carriers and front-
runners when investigations find hard evidence of wrongdoing.  
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Security Forces 

 

1. Border Security Force (BSF) 
Months after the Union government enhanced the operational limits of the Border Security Force 
(BSF) in Punjab, West Bengal and Assam, the border guarding force carried out its first operation 
under the increased powers to catch cattle being smuggled illegally out of Assam.  
 
● BSF said the increased territorial jurisdiction helped them plan operations better and also 

curtailed the ability of criminal elements to organise closer to the border areas.  
 
About BSF:  
● The BSF was raised in 1965, after the India-Pakistan war.  
● It is one of the seven Central Armed Police Forces of the Union of India under the 

administrative control of the Ministry of Home Affairs (MHA).  
 
Jurisdiction:  
● Earlier, the BSF’s limit was fixed up to 80 

km from the International Boundary in 
Gujarat and 15 km in Rajasthan, Punjab, 
West Bengal and Assam.  

● On October 11 last, the MHA, through a 
notification in the Gazette of India, 
enhanced the “arrest, search and seize” 
powers of the BSF up to 50 km from the 
International Boundary in Punjab, West 
Bengal and Assam.  

● In Gujarat, the limit was reduced from the existing 80 km to 50 km and in Rajasthan, the 50–
km limit has remained unchanged.  

● These powers pertain to specific crimes such as seizure of narcotics, cattle smuggling, 
prevention of trans–border crimes, illegal entry of foreigners among others.  

● All cases and suspects are to be handed over to local police within 24 hours.  
 
Criticisms:  
● Law & Order is a state subject and powers of search, seizure and arrest typically lies with state 

police officials.  
● Hence, the affected states have questioned the step as an encroachment upon their powers 

and against the federal structure.  
● It is being termed as an attempt to “interfere through Central agencies”.  
 
How does the centre defend its move on enhanced powers?  
The enhanced powers of the BSF have been opposed by the State governments of Punjab and 
West Bengal.  
● However, the Centre said that this in no way impinges on the rights of the local police as all 

suspects are handed over to them within 24 hours.  
 
Need for and Significance:  
This step is meant to improve operational efficiency and crack down on smuggling rackets.  
● Punjab has the problem of drugs and arms smuggling.  
● Similarly, Assam and West Bengal face the issue of cattle and fake currency smuggling.  
● These borders are also prone to illegal migration.  
● BSF regularly gets inputs about illegal activity deep in the hinterland but their hands were tied 

beyond 15 km.  
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2. Assam Rifles 
Assam Rifles is one of the six central armed police forces (CAPFs) under the administrative 
control of the Ministry of Home Affairs (MHA). The other forces being the Central Reserve Police 
Force (CRPF), the Border Security Force (BSF), the Indo-Tibetan Border Police (ITBP), the Central 
Industrial Security Force (CISF) and the Sashastra Seema Bal (SSB).  

● It is tasked with the maintenance of law and order in the North East along with the Indian 
Army and also guards the Indo-Myanmar border in the region.  

 
How is it unique?  
It is the only paramilitary force with a dual control structure. While the administrative control of 
the force is with the MHA, its operational control is with the Indian Army, which is under the 
Ministry of Defence (MoD).  
● This means that salaries and infrastructure for the force is provided by the MHA, but the 

deployment, posting, transfer and deputation of the personnel is decided by the Army.  
● All its senior ranks, from DG to IG and sector headquarters are manned by officers from the 

Army. The force is commanded by Lieutenant General from the Indian Army.  
 
What's the issue now?  
The force is the only central paramilitary force (CPMF) in real sense as its operational duties and 
regimentation are on the lines of the Indian Army. However, being a Central Armed Police force 
under MHA, its recruitment, perks, promotion of its personnel and retirement policies are 
governed according to the rules framed by the MHA for CAPFs.  
● This has created two sets of demands from both within the Assam Rifles and by MoD and 

MHA for singular control over the force by one ministry.  
 
Why there is a demand for Assam Rifles to be placed under the MoD?  
A large section within the force wants to be under the administrative control of the MoD, as that 
would mean better perks and retirement benefits which are far higher compared to CAPFs under 
MHA. However, Army personnel also retire early, at 35, while the retirement age in CAPF is 60 
years.  
● Also, CAPF officers have recently been granted non-functional financial upgradation (NFFU) 

to at least financially address the issue of stagnation in their careers due to lack of avenues for 
promotion. But Army personnel also get one rank one pension which is not available to 
CAPFs.  

 
Why do both MHA and MoD want full control?  
MHA's arguments:  
● MHA has argued that all the border guarding forces are under the operational control of the 

ministry and so Assam Rifles coming under MHA will give border guarding a comprehensive 
and integrated approach.  

● MHA sources also say that Assam Rifles continues to function on the pattern set during the 
1960s and the ministry would want to make guarding of the Indo-Myanmar border on the 
lines of other CAPFs.  

 
Army's arguments:  
● The Army is of the opinion that the Assam Rifles has worked well in coordination with Army 

and frees up the armed forces from many of its responsibilities to focus on its core strengths.  
● It has also argued that Assam Rifles was always a military force and not a police force and has 

been built like that. It has argued that giving the control of the force to MHA or merging it 
with any other CAPF will confuse the force and jeopardise national security.  
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3. Integrated theatre commands 
In a fresh push towards the creation of theatre commands to fight the next wars in an integrated 
manner, the Department of Military Affairs (DMA) under the Defence Ministry has asked the 
three services to conduct studies on the structures of the new formations and submit their 
reports. 
 
Background:  
● India currently has 19 military commands with 17 of them service-oriented. While both the 

Army and the Air Force have seven commands each, the Navy has three.  
● India also has a Tri-Service Command — Andaman and Nicobar Command — besides the 

Strategic Forces Command (SFC), which looks after the country’s nuclear stockpile.  
 
What are integrated theatre commands?  
● An integrated theatre command envisages a unified command of the three Services, under a 

single commander, for geographical areas that are of strategic and security concern.  
● The commander of such a force will be able to bear all resources at his disposal — from the 

Army, the Indian Air Force, and the Navy — with seamless efficacy.  
● The integrated theatre commander will not be answerable to individual Services.  
 
Why does India seek theatre commands?  
● This will help in better planning and military response and also bring down cost.  
● While the cost may go up in the immediate future since all theatres would have to be armed 

with sufficient systems, it will prove to be cost-effective in the long term as all acquisitions will 
be a unified one.  

● It will provide a unified approach to fighting the future wars.  
 
Proposals in this regard:  
The need for a unified approach to war fighting was brought out in the deliberations after the 
1999 Kargil battle.  
● The Kargil Review Committee and the then Group of Ministers besides the Naresh Chandra 

Committee had called for structural changes in higher defence management.  
● It was the Shekatkar committee, headed by Lt Gen. (retd) D.B. Shekatkar, which had 

recommended the creation of the post of CDS and theatre commands.  
 

4. Police Reforms 
Recently, the Vice President of India called for 
renewed thrust to implement reforms in police 
forces.  
 
Need of the hour:  

• A progressive, modern India must have a 
police force which meets the democratic 
aspirations of the people. 

• There is a need to upgrade the skills of our 
policemen to effectively tackle 21st century crimes such as cybercrimes and economic 
offences.  

 
National Human Rights Commission (NHRC) core advisory group on criminal justice system 
reforms has made the following recommendations to the Ministry of Home Affairs:  
1. The Union Home Ministry and the State Governments should set up police complaints 

authorities as per the judgment in the Prakash Singh vs Union of India, 2006, case.  
2. the status of compliance should be displayed on the websites of the Ministry and the State 

Home Departments.  
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3. The MHA and the Law Ministry should consider implementing the recommendations of the 

113th report of the Law Commission to add Section 114 B to the Indian Evidence Act. This 
would ensure that if a person sustains injuries in custody, it is presumed that the injuries were 
inflicted by the police.  

4. Make the legal framework technology-friendly to speed up the criminal justice system.  
5. The Supreme Court’s December 2020 order to install CCTV cameras with night vision in all 

police stations should be “implemented immediately” to ensure accountability.  
6. Involve trained social workers and law students with police stations as part of community 

policing and incorporate community policing in police manuals, laws and advisories.  
 
What is the SC’s Prakash Singh judgment on police reforms?  
Prakash Singh, who served as DGP of UP Police and Assam Police besides other postings, filed a 
PIL in the Supreme Court post retirement, in 1996, seeking police reforms.  

• In a landmark judgment, the Supreme Court in September 2006 had directed all states and 
Union Territories to bring in police reforms.  

 
What measures were suggested by the Supreme Court?  

• Fixing the tenure and selection of the DGP to avoid situations where officers about to retire 
in a few months are given the post.  

• In order to ensure no political interference, a minimum tenure was sought for the Inspector 
General of Police so that they are not transferred mid-term by politicians.  

• Postings of officers should be done by Police Establishment Boards (PEB) comprising police 
officers and senior bureaucrats to insulate powers of postings and transfers from political 
leaders.  

• Set up State Police Complaints Authority (SPCA) to give a platform where common people 
aggrieved by police action could approach.  

• Separate investigation and law and order functions to better improve policing.  

• Set up of State Security Commissions (SSC) that would have members from civil society.  

• Form a National Security Commission.  
 
How did states respond to these directives?  
So far almost all states have complied with the seven directives of the Supreme Court issued in 
Prakash Singh Case.  
 
Model Police Act:  
The Central Government has also reviewed the Model Police Act, 2006. Accordingly, a draft Model 
Police Bill, 2015 has been prepared and placed on the website of BPR&D.  
 
Various committees in this regard:  

• There have been the National Police Commission, the Ribeiro and Padmanabhaiah 
committees, and other commissions which directly alluded to police reforms.  

• In addition, the Malimath Committee and the Second Administrative Reforms Commission 
indirectly expressed requirements for police reforms.  

  
Issues present:  

• Colonial Law: The Police Act of 1861.  
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• Huge vacancies.  

• Poor infrastructure.  

• Accountability and operational freedom issues.  

• Psychological Pressure.  
 

5. National Investigation Agency (NIA) 
• It was constituted under the National 

Investigation Agency (NI A) Act, 2008. 

• The Ministry of Home Affairs (MHA) reviews the 
manpower, financial and infrastructure 
requirements of NIA from time to time. 

• It is a central agency to investigate and prosecute 
offenses: 

o Affecting the sovereignty, security and 
integrity of India 

o Security of State 
o Friendly relations with foreign States. 
o Against atomic and nuclear facilities. 
o Smuggling in High-Quality Counterfeit 

Indian Currency. 

• It implements international treaties, agreements, 
conventions and resolutions of the United 
Nations, its agencies and other international 
organizations. 

• Its objective is to combat terror in India. 

• It acts as the Central Counter-Terrorism Law 
Enforcement Agency. 

• The cases are assigned to the NIA by the Central 
Government in accordance with section VI of the 
NIA Act, 2008. 

• The investigation of the cases is done by the Agency independently, cases are then placed 
before the NIA Special Court. 

• For prosecuting the accused under the Unlawful 
Activities (Prevention) Act, 1967 (UAPA) and 
certain other scheduled offenses, the Agency 
seeks the sanction of the Central Government. 
The sanction is granted under the UAPA based 
on the report of the ‘Authority’ constituted 
under section 45 (2) of the UAPA. 

• The amendments to the NIA Act has brought the 
offences related to the smuggling in High-
Quality Counterfeit Indian Currency under the 
definition of a terrorist Act. 

• To curb various aspects of terrorist financing, a Terror Funding and Fake Currency Cell (TFFC) 
has been created in the NIA. 

• The Central Government for the trial of Scheduled Offenses, constitutes one or more Special 
Courts under Section 11 and 22 of the NIA Act 2008. 

• The Special Court shall be presided over by a judge to be appointed by the Central 
Government on the recommendation of the Chief Justice of the High Court. 

 
Unlawful Activities (Prevention)Act (UAPA): 

Special court on May 25 sentenced 
Kashmiri separatist leader Yasin Malik to 
life imprisonment in a terror funding 
case. 
The National Investigation Agency (NIA) 
court charged him to life term under 
Section 17 of the Unlawful Activities 
(Prevention) Act (UAPA) and Section 
121 of the Indian Penal Code (IPC). 

The Supreme Court had pulled up the 
Tripura Police and the government for 
repeated notices under UAPA sent to 
journalists, activists, and people who 
tweeted the articles on alleged violence 
in the state.  
 
Background:  
Towards the end of October 2021, a 
mosque, some shops and houses 
belonging to the minority Muslim 
community in Tripura were allegedly 
vandalised. The communal violence was 
purportedly triggered by anti-Hindu 
violence in neighbouring Bangladesh.  
 
The petitioners have asked the court to 
restrict the vague and wide definition 
given to what amounts to “unlawful 
activity” under the UAPA. The 
definition gave a free hand to the State 
to crush dissent and free speech with 
the threat of UAPA, it argued.  
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• Passed in 1967, the law aims at effective prevention of unlawful activities associations in 

India. 

• The Act assigns absolute power to the central government, by way of which if the Centre 
deems an activity as unlawful then it may, by way of an Official Gazette, declare it so. 

• It has death penalty and life imprisonment as highest punishments. 

• Both Indian and foreign nationals can be charged under UAPA. 

• It will be applicable to the offenders in the same manner, even if crime is committed on a 
foreign land, outside India. 

• Under the UAPA, the investigating agency can file a charge sheet in maximum 180 days after 
the arrests and the duration can be extended further after intimating the court. 

• As per amendments of 2019: 
o The Act empowers the Director General 

of National Investigation Agency (NIA) 
to grant approval of seizure or 
attachment of property when the case 
is investigated by the said agency. 

o The Act empowers the officers of the 
NIA, of the rank of Inspector or above, 
to investigate cases of terrorism in 
addition to those conducted by the DSP 
or ACP or above rank officer in the 
state. 

o It also included the provision of designating an individual as a terrorist. 
 
Section 121 of the Indian Penal Code (IPC): 

• Whoever wages war against the Government of India, or attempts to wage such war, or abets 
the waging of such war, shall be punished with death, or imprisonment for life and shall also 
be liable to fine. 

 

6. Chief of Defence Staff 
The government is reassessing the concept of the Chief of Defence Staff (CDS) and the 
Department of Military Affairs (DMA) to fix overlaps in the system and streamline the process 
due to which there has been a delay in the appointment of a new CDS.  
 
Background:  
In December 2019, the government approved the creation of the post of CDS who would also 
function as the Principal Military Adviser to Defence Minister and Permanent Chairman Chiefs 
of Staff Committee (CoSC).  

• In addition, the DMA was created as the fifth department in the Ministry of Defence (MoD) 
with the CDS functioning as its Secretary.  

 
What's the issue?  
1. Till now there are legacy issues of work distribution between DMA and the Department of 

Defence (DoD), headed by the Defence Secretary.  
2. Coordination mechanisms are not standardised and accepted by both sides.  
3. There are overlaps of roles and responsibilities.  
 
About CDS:  

• He will be the single-point military adviser to the government as suggested by the Kargil 
Review Committee in 1999.  

• He will be a Four-star General.  

• CDS acts as the permanent Chairman of the Chiefs of Staff Committee which will also have 
three service chiefs as members.  

What are offences against the state?  
‘Offences against State’ includes cases 
booked under sedition, Unlawful 
Activities Prevention Act (UAPA), Official 
Secrets Act, damage to public property, 
and imputation, assertions prejudicial to 
national integration.  
Manipur, Assam and Uttar Pradesh 
recorded the highest number of cases 
under ‘Offences against State’ in 2020.  

http://www.insightsonindia.com/


 

www.insightsonindia.com                                                       27                                                                             InsightsIAS                      

INSTA MAINS 2022 EXCLUSIVE (INTERNAL SECURITY) 

NOTES 
• His core function will be to foster greater operational synergy between the three service 

branches of the Indian military and keep inter-service frictions to a minimum.  
 
Conditions:  

• Not eligible to hold any Government office after demitting the office of CDS.  

• No private employment without prior approval for a period of five years after demitting the 
office of CDS.   

 
Roles and functions:  

• CDS will provide “single-point military advice”to the government, inject synergy in planning, 
procurements and logistics in the armed forces.  

• It will ensure integration of land-air-sea operations through the eventual setting up of theatre 
commands.  

• The CDS will also function as the military advisor to the PM-led Nuclear Command 
Authority,as also have direct command of tri-Service organizations to handle the new warfare 
domains of space and cyberspace.  

• He will function as the Principal Military Adviser to the Defence Minister and also as the 
Permanent Chairman, Chiefs of Staff Committee (COSC).  

• The CDS will be member of Defence Acquisition Council and Defence Planning Committee.  
 
Challenges: 

• Mandate for defence of the nation is still with the Department of Defence but the 
procurement process except capital acquisitions lies with CDS. 

• This gives birth to dichotomy as on one hand CDS is expected to prioritise the expenditure 
between the three services but the wherewithal still lies with the Defence Secretary. 

• Hence, the budgetary power still lies with the bureaucrats which demands timely 
intervention by the government. 

• CDS has the mandate of force planning (planning associated with the creation and 
maintenance of military capabilities). 

• Changing role of warfare- being more technology-oriented over rationalisation/rightsizing 
of manpower needs to be addressed properly. 

• India faces frequent conflicts on its land frontiers. Balancing this realisation that both 
maritime and air power are going to play an increasingly important role in India’s rise as a 
leading power will be among the initial strategic challenges that would be faced by the CDS. 

• The government is yet to take a call on who the new CDS will be, despite the post lying vacant 
for nearly five months. 

 
How do other countries work? 

• All major countries, especially the nuclear weapon states, have a CDS. The U.K. from which 
the Indian armed forces and the Defence Ministry are modelled on has a Permanent 
Secretary, equivalent to the Defence Secretary, and also a CDS. 

• The U.K. Government guidelines state that the CDS is the professional head of the British 
armed forces and, as military strategic commander, is responsible for how operations are 
carried out. He is also the most senior military adviser to the Secretary of State for Defence 
and the Prime Minister. 

• The Permanent Secretary is the government’s principal civilian adviser on Defence, has 
primary responsibility for policy, finance and planning, and is also the Departmental 
Accounting Officer. 

 

7. Multi Agency Centre (MAC) 
The Union government has asked the States to share more intelligence inputs through the Multi 
Agency Centre (MAC). 
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Need for:  
● States are often reluctant to share information on the platform.  
● There are several gaps in sharing critical information at the right time.  
● Plans are afoot for more than a decade to link the system up to the district level.  
 
About MAC:  
● It is a common counter-terrorism grid under the Intelligence Bureau that was made 

operational in 2001 following the Kargil War.  
● As many as 28 organisations, including the Research and Analysis Wing (R&AW), armed forces 

and State police, are part of the platform.   
● Various security agencies share real-time intelligence inputs on the MAC.  
● Now functioning 24/7 as the nodal body for sharing intelligence inputs, MAC coordinates with 

representatives from numerous agencies, different ministries, both central and state.  
 
Do you know about the NATGRID?  
First conceptualised in 2009, NATGRID seeks to become the one-stop destination for security and 
intelligence agencies to access database related to immigration entry and exit, banking and 
telephone details of a suspect on a “secured platform”.  
 

8. National Intelligence Grid or NATGRID 
● Envisaged as a robust mechanism to track suspects, the NATGRID can help in preventing 

terrorist attacks with real-time data and access to classified information like immigration, 
banking, individual taxpayers, air and train travels.  

● In 2010, the Cabinet Committee on Security (CCS) had given approval to the Rs 3,400-crore 
NATGRID project.  

 
Who can access the data?  
It will be a medium for at least 10 Central agencies such as the Intelligence Bureau (IB) and the 
Research and Analysis Wing (R&AW) to access data on a secured platform. The data will be 
procured by NATGRID from 21 providing organisations such as the telecom, tax records, bank, 
immigration etc. 
 
Criticisms:  
1. NATGRID is facing opposition on charges of possible violations of privacy and leakage of 

confidential personal information.  
2. Its efficacy in preventing terror has also been questioned given that no state agency or police 

force has access to its database thus reducing chances of immediate, effective action.  
3. According to few experts, digital databases such as NATGRID can be misused. Over the last 

two decades, the very digital tools that terrorists use have also become great weapons to 
fight the ideologies of violence.  

4. Intelligence agencies have also opposed amid fears that it would impinge on their territory 
and possibly result in leaks on the leads they were working on to other agencies.  

 
But, Why do we need NATGRID?  
1. The danger from not having a sophisticated tool like the NATGRID is that it forces the police to 

rely on harsh and coercive means to extract information in a crude and degrading fashion. 
2. After every terrorist incident, it goes about rounding up suspects—many of who are innocent. 

If, instead, a pattern search and recognition system were in place, these violations of human 
rights would be much fewer. 

3. Natgrid would also help the Intelligence Bureau keep a tab on persons with suspicious 
backgrounds. 
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4. The police would have access to all his data and any movement by this person would also be 

tracked with the help of this data base. 
 

9. National Security Act (NSA) 
Former civil servants have demanded an end to the misuse of the National Security Act terming it 
a draconian preventive detention law.  
 
About the National Security Act (NSA):  
The NSA is a preventive detention law.  
● Preventive Detention involves the detainment (containment) of a person in order to keep 

him/her from committing future crimes and/or from escaping future prosecution. 
Article 22 (3) (b) of the Constitution allows for preventive detention and restriction on personal 
liberty for reasons of state security and public order.  
 
Article 22(4) states that:  
No law providing for preventive detention shall authorise the detention of a person for a longer 
period than three months unless: 
● An Advisory Board reports sufficient cause for extended detention. 
The 44th Amendment Act of 1978 has reduced the period of detention without obtaining the 
opinion of an advisory board from three to two months. However, this provision has not yet been 
brought into force, hence, the original period of three months still continues.  
 
Period of Confinement:  
● The maximum period for which one may be detained is 12 months. But the term can be 

extended if the government finds fresh evidence.  
● A person can be held for 10 days without being told the charges against them. The person can 

appeal before a high court advisory board but will not be allowed a lawyer during the trial.  
 
Concerns associated with the misuse of this law:  
● Article 22 (1) of the Indian Constitution says an arrested person cannot be denied the right to 

consult, and to be defended by, a legal practitioner of his choice.  
● According to Section 50 of the Criminal Procedure Code (CRPC), any person arrested has to 

be informed of the grounds of arrest and has the right to bail.  
However, under National Security Act, none of these rights are available to the person detained. 
The government holds the right to conceal information which it considers to be against public 
interest to disclose.  
 

10. ‘Tour of Duty’ recruitment model 
The Department of Military Affairs has finalised a radical proposal for future recruitment to the 
armed forces. The Army will be the first to try out the concept -the ‘Tour of Duty’ model, which 
involves recruiting some soldiers for a fixed period of three years.  
● The ‘Tour of Duty’ (ToD) concept, first unveiled in 2020.  
 
What is the ‘Tour of Duty’ model?  
This model of recruitment would let young individuals voluntarily serve for a temporary period of 
three years.  
● It will be a voluntary engagement.  
● It is for youths who “do not want to make defence services their permanent vocation, but still 

want to experience the thrill and adventure of military professionalism”.  
● The proposal is a shift from the concept of permanent service/job in the Armed Forces, 

towards ‘internship’/temporary experience for three years.  
● While the original proposal in 2020 would have extended the ToD to officers as well, it’s now 

being restricted to jawans, as officers already have the Short Service Commission (SSC) route.  
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Benefits for the government:  
1. There are immense financial benefits to the organisation due to reduction in pay and gratuity 

payouts.  
2. The cost of a three-year service per officer will be a fraction of the cost incurred on Short 

Service Commission (SSC) officers.  
3. The cost incurred on an officer, who leaves after 10 or 14 years, is Rs 5 crore-Rs 6.8 crore, 

which includes the cost of pre-commission training, pay, allowances, gratuity, leave 
encashment among others. The corresponding cost for a three-year service will be Rs 80 lakh-
85 lakh.  

4. SSC officers have the option to join the service permanently, which further increases the 
cost incurred, including pension bills.  

5. For soldiers, who usually serve for 17 years, the Army has calculated a lifetime savings of Rs 
11.5 crore per person, as compared to a three-year service.  

 
Benefits for citizens and the country:  
1. It will help to “channelise the youth energy into positive utilisation of their potential”.  
2. Rigorous military training and habits inculcated will lead to healthy citizenry.  
3. The entire nation will benefit from “trained, disciplined, confident, diligent and committed” 

young men or women who have done the three-year service.  
4. An “initial survey” has indicated that the corporate sector will prefer to hire such youths 

rather than fresh graduates.  
 
Need for:  
● The Army’s pay and pension bill has been increasing steeply over the years, accounting for 

60% of its budget allocation.  
● According to a report of the Standing Committee of Defence, 2019, the deficiency in officer 

cadre of the Indian Army stood at approximately 14 per cent.  
● Advocates of this scheme also cite “resurgence of nationalism and patriotism”, and the fact 

that “unemployment in our country is a reality”.  
 

11. Armed Forces (Special Powers) Act (AFSPA) 
AFSPA, which gives sweeping powers to the armed forces, has been fully or partially withdrawn 
from parts of three Northeast states — Assam, Nagaland and Manipur. Still, AFSPA remains in 
force in parts of these three states as well as in parts of Arunachal Pradesh and Jammu & Kashmir. 
 
Background:  
The Centre, in 2021, decided to constitute a committee to study the possibility of withdrawing the 
Armed Forces (Special Powers) Act (AFSPA) from Nagaland.  
● The withdrawal of the “disturbed area” notification and the AFSPA from Nagaland will be 

based on the recommendations of the committee.  
 
What does the AFSPA mean? 
In simple terms, AFSPA gives armed forces the power to maintain public order in “disturbed 
areas”. 
  
What is a “disturbed area” and who has the power to declare it? 
A disturbed area is one which is declared by notification under Section 3 of the AFSPA. An area 
can be disturbed due to differences or disputes between members of different religious, racial, 
language or regional groups or castes or communities. 

• The Central Government, or the Governor of the State or administrator of the Union 
Territory can declare the whole or part of the State or Union Territory as a disturbed area. 
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Powers under AFSPA: AFSPA, which has been called draconian, gives sweeping powers to the 
armed forces. For example, it allows them to open fire, even causing death, against any person in 
contravention to the law or carrying arms and ammunition, and gives them powers to arrest 
individuals without warrants, on the basis of “reasonable suspicion”, and also search premises 
without warrants.  
 
Why decision to withdraw AFSPA from parts of Northeast is significant 

• Will reduce alienation: The Northeast has lived under the shadow of AFSPA for nearly 60 
years, creating a feeling of alienation from the rest of the country.  

• Demilitarise the region: The move is expected to help demilitarise the region; it will lift 
restrictions of movements through check points and frisking of residents. 

• Calm the resentment due to the recent killings in Nagaland:  The move covers some districts 
of Nagaland and Manipur that armed forces have red-flagged earlier. It will also help the 
Centre calm the anger over the Mon killings in Nagaland. 

 
After being in force for many years, why has AFSPA been withdrawn now? 

• Reduction in insurgencies: Over the last two decades, various parts of the Northeast have 
seen a reduction in insurgencies, some of them up to 60 years old. In Nagaland, all major 
groups — the NSCN(I-M) and Naga National Political Groups (NNPGs) — are at advanced 
stages of concluding agreements with the government. 

o In Manipur, insurgency as well as heavy militarisation have been on the decline since 
2012, when the Supreme Court started hearing a PIL on extra-judicial killings. 

• Fast-track development: North-east region has seen increased investment in core 
infrastructure and community related projects and need was felt for people to own and 
cooperate with authorities in developmental activities. 

 
Why was AFSPA imposed on the Northeast in the first place? 

• To supress Naga nationalist movements: When the Naga nationalist movement kicked off in 
the 1950s with the setting up of the Naga National Council — the predecessor of the NSCN — 
Assam police forces allegedly used force to quell the movement. As an armed movement took 
root in Nagaland, AFSPA was passed in Parliament, and subsequently imposed on the entire 
state.  

• Manipur: In Manipur, too, it was imposed in 1958 in the three Naga-dominated districts of 
Senapati, Tamenglong and Ukhrul, where the NNC was active.  

• As secessionist and nationalist movements started sprouting in other North-eastern states, 
AFSPA started being extended and imposed. 

 
What has made AFSPA unpopular among the people? 

• Human rights violations by Army: In Nagaland, 60 years of living under the AFSPA regime has 
had psychological consequences, trauma and alienation of the people. The use of force and 
AFSPA furthered the feeling of alienation of the Naga people, solidifying Naga nationalism. 

• Issue of Fake encounters: In a writ petition filed in the Supreme Court in 2012, the families of 
victims of extra-judicial killings alleged 1,528 fake encounters had taken place in the state 
from May 1979 to May 2012. The Supreme Court set up a commission to scrutinise six of 
these cases, and the commission found all six to be fake encounters. 

• Poor checks and balances: While the Act gives powers to security forces to open fire, this 
cannot be done without prior warning given to the suspect. It says the armed forces must act 
in cooperation with the district administration and not as an independent body. However, 
such procedure has rarely been followed. 

• Poor investigation:  Cases in Nagaland have not been investigated. In Manipur, with the 
Supreme Court has taken up the extra-judicial killings, the CBI has investigated 39 cases (94 
killings) only.  
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Has there been any review of the Act? 
On November 19, 2004, the Central government appointed a five-member committee headed 
by Justice B P Jeevan Reddy to review the provisions of the act in the north eastern states. 

• The committee submitted its report in 2005, which included the following 
recommendations: (a) AFSPA should be repealed and appropriate provisions should be 
inserted in the Unlawful Activities (Prevention) Act, 1967; (b) The Unlawful Activities Act 
should be modified to clearly specify the powers of the armed forces and paramilitary forces 
and (c) grievance cells should be set up in each district where the armed forces are deployed. 

 
The 5th report of the Second Administrative Reforms Commission on public order has also 
recommended the repeal of the AFSPA. 
Former home secretary G K Pillai too supported the repeal of AFSPA. Former home minister P 
Chidambaram has said that the Act, if not repealed, should at least be amended. 
 
What positions have state governments taken on the law? 

• Unilateral decision of Centre: While the Act gives powers to the central government to 
unilaterally take the decision to impose AFSPA, this is usually done informally in consonance 
with the state government. However, there have been instances where the Centre has 
overruled the state, such as the imposition of AFSPA in Tripura in 1972. 

• The recent resolution of Nagaland Assembly to repeal AFSPA: The fight to repeal AFSPA has 
largely been driven by civil society groups. Until the Oting firing (Nagaland), no state 
government had openly demanded the repeal of AFSPA from their states. After Oting, the 
Nagaland Assembly passed a resolution for the first time for repeal of AFSPA.  

 

12. Inter-Operable Criminal Justice System Project 
The central government has approved the implementation of Phase II of the Inter-Operable 
Criminal Justice System (ICJS) project by the Ministry of Home Affairs.  

● It has been approved at a total cost of Rs 3,375 crore during the period from 2022-23 to 
2025-26.  

 
What is the Inter-Operable Criminal Justice System Project?  
ICJS is a national platform which invloves 
integration of the main IT system used for 
delivery of Criminal Justice in the country.  
This includes integration of the five pillars of 
the system:  

1. Police (through Crime and Criminal 
Tracking and Network Systems).  

2. e-Forensics for Forensic Labs.  
3. e-Courts for Courts.  
4. e-Prosecution for Public Prosecutors.  
5. e-Prisons for Prisons.  

 
Implementation:  
National Crime Records Bureau (NCRB) will 
be responsible for the implementation of the 
project in association with the National 
Informatics Centre (NIC).  
● The project will be implemented in collaboration with the States and Union Territories.  
 
Significance of the project:  
It will be a step towards ensuring effective and modern policing.  
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● It is going to be a major leap forward by digitizing the criminal justice records and making it 

accessible to law enforcement agencies, laboratories and courts.  
● This will not only make it far more difficult for persons to escape the consequences of their 

actions, it will also ensure that none, either the guilty or the innocent, is forgotten and that 
justice is equally meted to all.  

● It will not only save time but also make the system more robust and help to track criminals, 
solve crimes and make India a safer place.  

 

13. National vision for defence forces 
In India, announcements are made in various sectors without a stated national vision. There is no 
official document to guide policy and decision-making. The fact that every military emergency, like 
Kargil or Pulwama, has resulted in emergency arms purchase shows that there is a lack of national 
vision. There is a need of formulating a comprehensive and coherent multi-sectoral and multi-
ministerial policymaking. 
 
Rationale behind creating a national vision for defence forces 

• National security concepts have, in the two decades of the 21st century, undergone 
fundamental changes. 

• Porous international boundaries, growing terror threats, increasing insurgency within 
country demand government to envisage and formulate a National Security Doctrine for 
India. 

• The existence of such a document will dissuade adventurism and will reassure our citizens 
that appropriate measures are in place to protect us. 

• Many of India’s national security inadequacies stem from the absence of a national 
security/defence vision. 

• It will not only become the basis for strategy-formulation, contingency-planning and 
evolution of SOPs, but also send a reassuring message to our public. 

• It is necessary in the face of having nuclear-armed neighbours, Pakistan and China. 

• To define India’s role in the world and its commitment to protecting the life, liberty and 
interests of its people. 

• The country should have an overall national security document from which the various 
agencies and the arms of the armed forces draw their mandate and create their own 
respective and joint doctrines which would then translate into operational doctrines for 
tactical engagement. 

• In the absence of this, as is the case in India today, national strategy is broadly a function of 
ad-hocism and personal preferences. 

 
Probable challenges in creating a national security vision 

• There is a skewed national security decision-making structure that is driven more by idealism 
and altruism, rather than by realpolitik imperatives. 

• National security has suffered neglect for decades due to pre-occupation of our politicians 
with electoral politics. 
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• Defining national interests in a multi-party democracy like India that has representation 

across the ideological spectrum has been hard to achieve. 

• Decisions of national security are taken in individual silos rather than cross-domain exchange 
as subjects are inter-related. 

• There is opacity in the functioning of Intelligence agencies for instance there is no credible 
external audit that happens. 

• The agencies that are to provide security cover and neutralise terrorist threats do not have a 
cohesive command and control structure. 

• There has been a gap in political pronouncements in our military capabilities — material as 
well as organisational. 

 
Way forward 

• 5 key areas in draft National Security Policy that Shyam Saran, former chairman of the 
National Security Advisory Board (NSAB), has prepared and handed over to the government 
in January 2015: Domestic security, External security, Military preparedness, Economic 
security and Ecological security. 

• “Strategic communication” is of overarching importance in National Security which must be 
improved. A command control and communication centre must be built. 

• The NSD should guide various doctrines related to external and internal security to fill a 
huge void in the higher defence management of the country. 

• The policy must go much beyond issues of national security and encapsulate the domain of 
constitutional rights as well. 

• It must take an all-inclusive approach to national security integrating diplomatic 
engagement, domestic economic discipline and amity among communities at home with 
military power. 

• We need to tailor our strategic defence doctrine to create long-term measures towards a 
deterrent based on severe retribution. 

• Emerging strategic technologies like Artificial Intelligence, robotics and miniaturised wars are 
likely to play an increasingly important role in future warfare, this must be taken care of. 

 

14. Hate Speech 
Rajya Sabha Chairman M. Venkaiah Naidu has 
said that hate speech should not be made against 
any community, be it minority or majority.  
 
What's the issue?  
Concerns have been raised over concerted events 
in the recent past that targeted political, social 
and economic exclusion of Muslims through a 
series of rallies and hate speeches. Journalists too 
were attacked.  
 
What is Hate Speech?  
Hate speech is an incitement to hatred against a 
particular group of persons marginalized by their 
religious belief, sexual orientation, gender, and so 
on. 
● The Law Commission, in its 267th report on 

hate speech, said such utterances have the 
potential to provoke individuals and society 
to commit acts of terrorism, genocide, and 
ethnic cleansing. 

 

Petitions were filed in the Supreme Court 
asking for legal action to be taken against 
the organisers of, and speakers at, the 
“Hardwar Dharma Sansad”.  
 
The second plea sought special provisions, 
insisting that the IPC wasn’t enough to deal 
with hate speech and rumour mongering.  
 
Both petitions relied on a 2020 Supreme 
Court decision in Amish Devgun case 
where hate speech was linked to the 
violation of unity and fraternity and breach 
of human dignity, which constitutes an 
essential facet of the right to life and liberty 
under Article 21 of the Constitution.  
 
The petitioners sought implementation of 
guidelines on hate speech passed by 
Supreme Court in 2014 and on mob 
violence and lynching events in a 
subsequent decision in 2018.  
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Why Hate Speech Must be curbed? 

1. Internal Security: The Muzaffarnagar riots of 2013 was triggered by a fake video that 
incited communal passions. 

2. Igniting extremist sentiments. 
3. Mob lynching. 
4. Misinformation and disinformation: Delhi Riots. 

 
Measures: 
1. The world’s biggest social media companies, including Facebook, Google, Twitter and 

ByteDance, are exploring an industry-wide alliance to curb fake news on their platforms in 
India. 

2. The Election Commission of India must tie up with tech companies to identify the creator of 
such news. 

3. Educating the end-users. 
4. The government should bring out a policy framework on the possible harm due to the 

internet messaging platforms to engage at a deeper level. 
5. Imposing hefty fines, like in Germany the Social media companies face fines of up to €50m if 

they persistently fail to remove illegal content from their sites. 
 
Need of the hour:  
● Hate speech is a discursive process of pushing marginalised groups outside of social, economic 

and political spheres of society by disseminating hate propaganda and encouraging 
discrimination. At its most harmful, it is widely recognized as a precursor to ethnic cleansing.  

● Public authorities must be held accountable for dereliction of the duty of care and also for 
non-compliance with this court’s orders by not taking action to prevent vigilante groups from 
inciting communal disharmony and spreading hate against citizens of the country and taking 
the laws into their own hands.  

 
Provisions regarding Hate Speech:  
Section 153A IPC penalises ‘promotion of enmity between different groups on grounds of religion, 
race, place of birth, residence, language, etc., and doing acts prejudicial to maintenance of 
harmony’.   
Section 153B IPC penalises ‘imputations, assertions prejudicial to national-integration’.   
Section 295A IPC penalises ‘deliberate and malicious acts, intended to outrage religious feelings 
of any class by insulting its religion or religious beliefs’.   
Section 298 IPC penalises ‘uttering, words, etc., with deliberate intent to wound the religious 
feelings of any person’.   
Section 505 IPC penalises publication or circulation of any statement, rumour or report causing 
public mischief and enmity, hatred or ill-will between classes. 
Part VII of the Representation of People Act, 1951 classifies hate speech as an offence committed 
during elections into two categories: corrupt practices and electoral offences.  
 
Various Committees and their Views:  
T.K. Viswanathan Committee:  
● It submitted a report recommending stricter laws to curb online hate speech and use of 

cyberspace to spread hatred and incitement.  
● It proposed inserting Sections 153 C (b) and Section 505 A in the IPC for incitement to commit 

an offence on grounds of religion, race, caste or community, sex, gender identity, sexual 
orientation, place of birth, residence, language, disability or tribe.  

 

15. Section 144 CrPC 
Uttarakhand government has invoked Section 144 after the Supreme Court instructed the 
Uttarakhand government to give a commitment that there would be no “untoward situation” or 
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“unacceptable statements” during a mahapanchayat that had been planned by Hindu religious 
leaders in the village on April 27.  
 
Need for:  
Incendiary speeches against Muslims have been made by Hindu religious leaders at such 
gatherings previously, including one organised in Haridwar in December last year. 
 
What is it?  
This colonial-era law, which has been retained in the Code, empowers a district magistrate, a sub-
divisional magistrate, or any other executive magistrate empowered by the state government, to 
issue orders to prevent and address urgent cases of apprehended danger or nuisance.  
● The written order by the officer may be directed against an individual or individuals residing in 

a particular area, or to the public at large.  
● In urgent cases, the magistrate can pass the order without giving prior notice to the individual 

targeted in the order.  
 
Powers under the provision:  
● The provision allows the magistrate to direct any person to abstain from a certain act, or to 

pass an order with respect to a certain property in the possession or under the management 
of that person.  

● This usually means restrictions on movement, carrying arms, and unlawful assembly.  
● It is generally understood that an assembly of three or more people is prohibited under 

Section 144.  
 
Duration:  
Orders passed under Section 144 remain in force for two months, unless the state government 
considers it necessary to extend it. But in any case, the total period for which the order is in force 
cannot be more than six months.  
 
Criticisms:  
● The section is sweeping, and allows the magistrate to exercise absolute power unjustifiably.  
● Under the law, the first remedy against the order is a revision application that must be filed to 

the same officer who issued the order in the first place.  
● Aggrieved individuals argue that in many cases their rights would have already been violated 

by the state even before the High Court had intervened.  
● Imposing prohibitory orders over a very large area is not justified because the security 

situation differs from place to place and cannot be dealt with in the same manner.  
 
Supreme Court rulings:  
1961 ‘Babulal Parate vs State of Maharashtra and Others’: Supreme Court refused to strike down 
the law, saying it is “not correct to say that the remedy of a person aggrieved by an order under 
the section was illusory”.  
In 1967, the court rejected a challenge to the law saying “no democracy can exist if ‘public order’ 
is freely allowed to be disturbed by a section of the citizens”.  
In 1970 (‘Madhu Limaye vs Sub-Divisional Magistrate’), the court said the power of a magistrate 
under Section 144 “is not an ordinary power flowing from administration but a power used in a 
judicial manner and which can stand further judicial scrutiny”.  
● The court, however, upheld the constitutionality of the law, ruling that the restrictions 

imposed through Section 144 are covered under the “reasonable restrictions” to the 
fundamental rights laid down under Article 19(2) of the Constitution. 
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16. Drone Rules, 2021 
Drones are Unmanned Aerial Vehicles (UAVs) or Remotely Piloted Aerial Systems (RPAS) that 
are controlled either by a pilot on the ground or with the help of technology. 
 
Drones offer tremendous benefits to almost all sectors of the economy like – agriculture, 
mining, infrastructure, surveillance, emergency response, transportation, geospatial mapping, 
defence and law enforcement etc. Drones can be significant creators of employment and 
economic growth due to their reach, versatility, and ease of use, especially in India’s remote and 
inaccessible areas.  
 
In view of its traditional strengths in innovation, information technology, frugal engineering and 
huge domestic demand, India has the potential to be global drone hub by 2030. 
 
Need for stricter rules and regulations:  
● Recently, Drones were used for the first time to drop explosive devices, triggering blasts 

inside the Air Force Station’s technical area in Jammu.  
● Over the past two years, drones have been deployed regularly by Pakistan-based outfits to 

smuggle arms, ammunition and drugs into Indian territory.  
● According to government figures, 167 drone sightings were recorded along the border with 

Pakistan in 2019, and in 2020, there were 77 such sightings.  
● With the rapid proliferation of drone technology and exponential growth of its global market 

in recent years, the possibility of a drone attack cannot be ruled out even in the safest cities in 
the world.  

● Drones are becoming security threats particularly in conflict zones where non-state actors are 
active and have easy access to the technology.  

 
Usage of Drones:  

• Drone based surveillance system introduced for Railway Security.  

• Survey of India to use drones for mapping of inhabited areas of villages under “SVAMITVA” 
scheme.  

• India deployed drones to deliver COVID-19 vaccines.  

• The ICMR-led pilot project is being rolled out in Manipur, Nagaland and Andamans and 
Nicobar Islands.  

• Drone is used for surveillance of COVID-19 hotspots and containment zones to ensure strict 
compliance of lockdown guidelines. The system has been demonstrated to the Chandigarh 
Police in a containment zone.  

• Ministry of Civil Aviation (MoCA) and Directorate General of Civil Aviation (DGCA) have 
granted conditional exemption to the Board of Control for Cricket in India (BCCI) for the 
deployment of drones for live aerial cinematography of the India Cricket Season in 2021. 

 
Drones in Defence Sector 
India’s Defence Research and Development Organization10 (DRDO) has developed its own 
domestic Unmanned Aerial Vehicle (UAV) or Unmanned Aircraft Systems (UAS) program. The 
project aims to develop a domestic arsenal to replace and augment the existing fleet of 
unmanned vehicles. Examples of these are: 

• DRDO Lakshya: This is a target drone used for discreet aerial reconnaissance and target 
acquisition. It is launched by a solid propellant rocket motor and sustained by a turbojet 
engine in flight.  

• DRDO Nishant: Primarily designed for intelligence-gathering over enemy territory, it is also 
used for reconnaissance, training, surveillance, target designation, artillery fire correction, and 
damage assessment.  
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• DRDO Rustom: Modelled after the American Predator UAV, the Rustom is a Medium-Altitude 

Long-Endurance (MALE) system. Like the Predator, the Rustom is designed to be used for both 
reconnaissance and combat missions.  
 

Production-Linked Incentive (PLI) scheme for Drones and Drone components:  

• The Central Government has notified the Production-Linked Incentive (PLI) scheme for 
drones and drone components on September 30, 2021.  

• The PLI scheme comes as a follow-through of the liberalised Drone Rules, 2021 released by 
the Central Government on August 25, 2021. The PLI scheme and new drone rules are 
intended to catalyse super-normal growth in the upcoming drone sector. 

 
Digital Sky Platform: The Ministry of Civil Aviation launched the Digital Sky Platform, a unique 
unmanned traffic management (UTM) system which will facilitate registration and licensing of 
drones and operators in addition to giving instant (online) clearances to operators for every flight. 
 
Security threats posed by drones  

• National Security Issues: Drones have demonstrated the potentials for their threat to the 
security of a country. Drones are operated remotely and can strike where it wants it to strike. 
Raising serious security issues.  

• Terrorism: Drones have been used by various terrorist organisations like ISIS in Syria and Iraq 
to hit their targets.  

• Conflict Zones: Drones are becoming security threats particularly in conflict zones where non-
state actors are active and have easy access to the technology. For example: 2019 twin drone 
attacks on Aramco crude oil production in Saudi Arabia.  

• Potential weapons of mass destruction: What makes combat drones in the hands of non-
state actors most dangerous is the threat of them being used to deliver weapons of mass 
destruction.  

• Aviation safety: Drones flying too close to commercial aircraft has called for regulations.  

• Privacy: Drones have been used by the paparazzi to take the images of individuals breaching 
their privacy.  

• Critical infrastructure: unregulated drones, UAVs and remotely-piloted aircraft system are a 
“potential threat” to vital installations, sensitive locations and specific events  

• Cross border smuggling: Over the past two years, drones have been deployed regularly by 
Pakistan-based outfits to smuggle arms, ammunition and drugs into Indian territory. Drones 
fly low and therefore cannot be detected by any radar system.  

 
Way forward 

• India first needs to evolve a basic academic understanding of where counter-drone and drone 
systems fit in the larger scheme of things involving emerging technologies, military concepts, 
industrial capabilities and adversary nations’ capabilities.  

• Security agencies should work on developing more modern anti-drone weapons like ‘sky 
fence’ and ‘drone gun’ to counter terror or similar sabotage bids by these aerial platforms.  

• The Tokyo police have been using ‘flying nets’ attached to legal drones to capture and 
neutralise rogue UAVs. the Taiwanese police have been testing RF jammer guns to bring down 
rogue drones.  

• The other anti-drone technology is through geofencing agreements with commercial drone 
manufacturers, a technique that will prevent UAVs from flying near critical infrastructure by 
pre-programmed codes put in by manufacturers.  

• India needs to invest more in counter-drone research and technology and procure them in a 
planned manner to address the security concerns arising from rogue operations the 
unmanned aerial vehicles.  

• The Ministry of Civil Aviation could potentially look at making the existing regulations for 
unmanned aircraft systems more stringent.  
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• The answer to the emerging threat of rogue drones, though serious, is not over-regulation but 

smart regulation, creating a balance between the evolving drone sector and the emerging 
security concerns.  

• ‘National Counter Rogue Drone Guidelines’ is a step in the right direction outlining 
‘procedural means’ of prevention, deterrence and denial and ‘active means’ of detection, 
interruption and destruction.  
 

Conclusion  
Regulation on use of drones in India should be effectively implemented to foster technology and 
innovation in the development of drones and improve the ease of doing business, by side-lining 
unnecessary requirements and creating a single-window process. The government should ensure 
protection of privacy of citizens by limiting the use of drones for surveillance. It is important to 
use drones responsibly to minimize negative impacts on wildlife, including birds. Possibilities of 
drone-related accidents should be minimized by strict enforcement of regulations. 
 

17. Military exercises 
A military exercise or war game is a measure to test the performance of the armed forces without 
engaging in the battlefield. It facilitates better coordination between the militaries, observation of 
enemy’s tactics, and familiarisation with new technologies, enabling on-the-job training of each 
other’s crews. According to a 2021 study, joint military exercises between allies deter adversaries. 
 
Importance of Military exercises for India 

• India has realised the potential of joint military exercises as part of military diplomacy. In the 
last decade or so, India has undertaken army joint exercises with 18 countries, naval 
exercises with 14 countries and air force exercises with eight countries. 

• The objectives for joint military exercises are different, it ranges from inter-operability to 
demonstration of capabilities, developing trust, comradery and familiarity between militaries. 

• The location of exercises in itself is an indication of deep engagement and trust with the 
partners. The naval exercises between India, Japan and the US in the Sea of Japan obviously is 
a signal directed to China. 

• These exercises also act as a platform to assess weapons, equipment and a display of 
technology that can be made available to allies. 

• Such exercises are also seen as an assurance that a critical supply of spares and accessories 
will be guaranteed during a possible conflict. 

• Perhaps, the most important advantage of joint military exercises is ‘strategic signalling’. 

• A joint exercise with one or more nations serves the purpose of signalling to a third country of 
the influence we have in the region and a demonstration of our resolve to further our 
diplomatic objectives. 

• On the intangible side, military exercises promote brotherhood and camaraderie between 
soldiers and militaries. 

• Besides goodwill, it is a tool for projection of a nation’s soft power. 
 
Criticisms against Military Exercises 

• However, there is also a criticism against holding war games with one expert stating that 
they are of a simple basic variety which doesn’t provide any value addition to the Indian force. 

• Moreover, the joint exercises are periodical in nature while the crew and the platforms that 
participate are rarely the same. 

• This brings in the aspect of continuity and its benefits. With a new crew every time, the earlier 
lessons have often got to be re-learnt from scratch. 

• There is still plenty of room for improvement for India in this area. 

• The defence diplomacy of India is still not in complete sync with its foreign policy. It has not 
been used as a tool to fulfil our foreign policy objectives. 
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Some of the famous exercises that the Indian armed forces participate in: 

• Yudh Abhyas with the US 

• Maitree Exercise with Thailand 

• Shakti with France 

• INDRA with Russia 

• KAZIND with Kazakhstan 

• Malabar with Australia, India, Japan and US 

• COBRA-GOLD with Asia-Pacific countries 

• the Malabar Naval games have gained significant media attention owing to the rise of Quad 
collective. 

 
Conclusion 
India needs to understand as once said by John F Kennedy, “Diplomacy and defence are not 
substitutes for one another, either alone would fail”. India needs to understand this philosophy 
as the present age of smart power. To be the major player in the world India will have to combine 
its hard power and soft power into effective strategies to achieve the best results. Such activities 
are ideal tools of defence diplomacy and strategic communication which can further our national 
security interests and provide the necessary backing for India to adopt a firmer approach while 
dealing with adversaries. 
 

18. India’s ‘No first use’ policy 
No First Use (NFU) is a pledge by a nuclear power not to use nuclear weapons unless it is attacked 
by an adversary with the use of nuclear weapons. India has always held its commitment to NFU 
policy as proof of it being a responsible nuclear power. No first use is a reflection of our cultural 
inheritance. 
An unarmed Indian missile was accidentally fired into Pakistan. Expressing deep regret, India’s 
government ascribed it to a technical malfunction during routine maintenance. India’s stated 
stance of ‘no first use’ has proven itself valuable, as seen in Pakistan’s response. 
 
Pros of a Non-First Use policy 

• A ‘no first use’ nuclear weapons policy suits India’s interest. Shifting to a first-use policy would 
mark a shift from deterrence towards nuclear war fighting 

• These weapons are enormously destructive and should not be used. 

• Since there is no first use alert requirement, the chances of reacting to a false alarm are 

• nullified 

• A first use would result in international dishonour and weigh heavily on a country with a first 
use posture. 

• NFU doctrine is cheaper to implement; for India, which has many economic targets to 
achieve, this is a very important factor. 

• NFU policy is just right for India as it ensures security for the nation and does not detract it 
from its march towards better prosperity for its people. 

• India’s NFU policy which has kept the nuclear arsenal in both India and Pakistan in a demated 
posture, which means that the nuclear warheads are not mated with the delivery systems. 

 
Challenges posed due to NFU 

• The conventional criticism against a ‘no first use’ policy is that India would have to suffer a 
first strike before it retaliated. 

• Critics of the NFU policy argue that the increasing stockpile of Pakistani nuclear weapons and 
China’s expansionist designs in the region warrant a change in the doctrine. 
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• A major worry for India is a two-front war when both China and Pakistan collude and 

simultaneously launch offensives. In case India faces severe adversity, its traditional nuclear 
doctrine of NFU may not be ideal. 

 
India’s Nuclear Doctrine 

• Building and maintaining a credible minimum deterrent 

• Posture of ‘No First Use’, nuclear weapons will only be used in retaliation against a nuclear 
attack on Indian Territory or on Indian forces anywhere 

• Nuclear retaliation to a first strike will be massive and designed to inflict unacceptable 
damage 

• Non-use of nuclear weapons against non-nuclear weapon states 

• In the event of a major attack against India, or Indian forces anywhere, by biological or 
chemical weapons, India will retain the option of retaliating with nuclear weapons 

 
Way forward 

• India must ensure that deterrence does not fail, and that there is a clear communication to 
the adversary of the certainty of punitive nuclear retaliation. 

• India’s nuclear doctrine should be periodically reviewed and updated, possibly every decade 
or so, taking into account technological developments and changes in the security 
environment. 

• Instead of focusing on adopting a first strike policy, India must work towards strengthening its 
counter strike and second-strike capability. 

• India’s third leg, its sea based nuclear deterrence, must be strengthened at the earliest. 
 

Conclusion 
Mature nations always pursue a NFU policy. In the present strategic context, there is no necessity 
for India to change its existing nuclear doctrine. As India seeks to establish its credentials in the 
international comity as a responsible nation and a growing economic power, it should also project 
the same by means of its nuclear doctrine. New Delhi must take the effort of making its 
neighbours believe in its nuclear doctrine through effective confidence building measures. 
 

19. ‘Atmanirbharta’ in defence 
Defence indigenisation has remained the inner calling of a nation, which has the third largest 
Army, is the eighth largest military spender and has emerged as the largest importer of weapon 
systems and platforms in the world.  
As India inches to achieve its rightful strategic autonomy, it needs to do much more in planting 
the seeds for a commercially viable and technologically robust indigenous defence industrial base. 
According to the Stockholm International Peace Research Institute (SIPRI), in 2019, India became 
the third-largest defence spender in the world. 
 
Challenges which prevent India from achieving ‘Aatmanirbharta’ in defence 

• Lack of Defence Manufacturing base in India 

• Primarily driven by Government ordnance factories and poor private participation 

• The public sector (DPSUs/OFs) by far has enjoyed the preferred categorization, particularly for 
big ticket purchases, when considering the Indian route, despite its poor track record as 
regards time and cost overruns, inefficiencies and poor financial performance. 

• The defence industry per-se being a capital intensive industry with high risks on investments 
leaves very few private players in the arena. DPSUs, on the other hand, have not done much 
to promote proficient business practices by involving the industry and Micro, Small, and 
Medium Enterprises (MSMEs). 

• The report of the 33rd Standing Committee on Defence – Indigenization of Defence 
Production: Public Private Partnership was highly critical of the steps taken by the 
government to promote indigenization 
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• High costs and involved and lack of assured market 

• Poor technological transfer by foreign companies 

• Lack of Data 

• Assessment of Degree of Indigenisation: As of today, no scientific system is in place to assess 
the extent/ level of indigenisation achieved by defence production entities in the country. 

• Bureaucratic delay and licensing issues: there is still no ease of doing business in defence 
industry: Investment in the defence sector is subject to compliance with the licensing 
requirements stipulated by the Department of Industrial Policy and Promotion (DIPP). 
 

Measures needed to be Aatmanirbhar in Defence sector 

• To boost indigenization, DRDO needs to be given more autonomy like space and atomic 
energy departments 

• With opening up of 100% FDI in defence sector, giving private players an opportunity would 
bring in the money as well as competition to the Defence PSUs. 

• Setting up of the planned defence industrial corridors. 

• Robust Defence Diplomacy, for which a cadre of defence diplomats should be created so that 
new co-ordination with world can bring new idea and innovations. 

• Setting up of a Defence Export Organization to promote export of defence equipments. 

• Instituting an Independent Audit addressing issues of inefficiency and accountability, this shall 
help in keeping the flow of ideas and innovation. 

• Setting up an aerospace university, can help in bringing new ideas and innovations. 
 

Way Forward 

• Defence offset policies need better monitoring, removing unnecessary restrictions and linking 
defence offsets with offset in civil sector. That should be encouraged. 

• To boost indigenization, the Defence Research & Development Organisation (DRDO) needs to 
be given more autonomy like space and atomic energy departments. 

• Even playing field should be created between the Defence Public Sector Undertakings (DPSUs) 
and the private sector companies. 

• Indian defence PSUs and ordnance factories have a lot of potential, they need to be “revived, 
revitalised and made a lot more dynamic”. 

• Establishing courses on defence production across universities and creating job opportunities 
for the graduates. 

• The government needs to expedite the setting up a professional defence procurement 
agency. 

• Meeting the objectives of defence exports, encouraging innovation, streaming lining 
procurements will require robust defence diplomacy. A cadre of defence diplomats should be 
created to address these issues. 

 
Conclusion 
Self-reliance is a major corner-stone on which the military capability of any nation rests. 
Indigenous defence production is an essential capability to provide strategic independence to a 
nation, thus making exponential additions to national security through round-the-clock defence 
preparedness. 
 

20. Weaponization of space 
Delhi’s new strategic interest in outer space is based on a recognition of two important trends. 
One is the centrality of emerging technologies in shaping the 21st-century global order. The other 
is about the urgency of writing new rules for the road to peace and stability in outer space. 
There is proliferation of space exploratory missions today, raising issues of space debris, 
weaponization and also space dominance turning space into tragedy of commons problem. 
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Challenges due to increasing space-based assets 

• Astro politics: The US has traditionally dominated outer space in the commercial domain. Its 
military competition with Russia set the norms in the security field. 

o China’s emergence as a major space power — in both civilian and military is 
reshaping Astro politics. 

• China factor: The dramatic expansion of Chinese space capabilities and Beijing’s ambition to 
dominate outer space have lent a new urgency for democratic powers to come together to 
secure their national interests as well as promote sustainable order in the skies 

• No global rules: Space is a common, where any nation’s decision to test an anti-satellite 
weapon, in the process creating gobs of junk, is unpunishable. 

• Multiple entities and debris: Both private and government satellite owners have an incentive 
to protect their equipment while it’s operating—but not thereafter. 

o Space junk is pollution, and as we have learned on earth there must be a clear 
line of responsibility for pollution, or public spaces will be ruined. 

• National and commercial interests are increasingly tied to space in political, economic and 
military arenas. 

o Beyond fanciful notions of solar energy satellites, fusion energy and orbiting 
hotels, contemporary political issues such as nuclear non-proliferation, economic 
development, cybersecurity and human rights are also intimately tied to outer 
space. 

 
Need for space legislation in India 

• India has invested enormous resources in its space programme through the Indian Space 
Research Organisation. 

• More importantly, our space assets are crucial for India’s development. 

• The proposed involvement of private players and the creation of an autonomous body 
INSPACe for permitting and regulating activities of the private sector are welcome efforts. 

• However, the space environment that India faces requires us to go beyond meeting technical 
milestones. 

• We need a space legislation enabling coherence across technical, legal, commercial, 
diplomatic and defence goals. 

 
Conclusion 
As outer space becomes a location for lucrative business as well as a site of military competition 
between states, the salience of space cooperation needs to increase in the coming years. The 
scale of the challenges and opportunities in outer space, however, demand more urgent and 
sweeping reform. That can only be mandated by the highest political level. 
Space must be used only for peaceful purposes and any weaponisation of Outer Space cannot be 
tolerated in the larger interest of people. The safety and security of space-based assets should be 
ensured through international cooperation. 
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Linkage between Organised Crime and Terrorism 

 

1. Drug Menace in India 
India is wedged between the world’s two largest areas of illicit opium production, the Golden 
Crescent and the Golden Triangle. This proximity has traditionally been viewed as a source of 
vulnerability, since it has made India both a destination and a transit route for opiates produced in 
these regions. The drug trafficking scenario in India is largely attributed to various external and 
internal factors. 
 
Measures taken by the government to tackle drug menace in India 
Government of India has devised a well laid out strategy to ensure inter agency coordination and 
revamp the prosecution mechanism to end the menace of drug trafficking. 

• There is zero tolerance policy followed by Government of India against narcotic drugs and 
psychotropic substances trade. 

• Strong Legislation: Accordingly, the Narcotics Drugs and Psychotropic Substances Act (NDPS) 
was enacted in 1985. 

o Under this act, cultivation, manufacturing, transportation, export and import of all 
narcotics drugs and psychotropic substances is prohibited except for medicinal and 
scientific purposes and as authorised by the government. 

o The Act provides for rigorous punishment for any person violating this act and if a 
person is caught peddling drugs for the second time, death penalty could be awarded 
to the offender. 

o In addition, the government of India has also enacted the Prevention of Illicit Traffic 
in Narcotic Drugs and Psychotropic Substances Act in 1988, which allows detention 
of persons suspected to be involved in illicit trafficking of drugs. 

• The Government has taken several policy and other initiatives to deal with drug trafficking 
problem. 

• It constituted Narco-Coordination Centre (NCORD) in November, 2016 and revived the 
scheme of “Financial Assistance to States for Narcotics Control”. 

• In 2017, the government approved new Reward Guidelines with increased quantum of 
reward for interdiction or seizure of different illicit drugs. 

• Global Cooperation: For effective coordination with foreign countries, India has signed 37 
Bilateral Agreements/Memoranda of Understanding. 

• Narcotics Control Bureau has been provided funds for developing a new software i.e. 
Seizure Information Management System (SIMS) which will create a complete online 
database of drug offences and offenders. 

• The government has constituted a fund called “National Fund for Control of Drug Abuse” to 
meet the expenditure incurred in connection with combating illicit traffic in Narcotic Drugs; 
rehabilitating addicts, and educating public against drug abuse, etc. 

• The government is also conducting National Drug Abuse Survey to measure trends of drug 
abuse in India through Ministry of Social Justice & Empowerment with the help of National 
Drug Dependence Treatment Centre of AIIMS. 

• Pro-active border patrol 

• Cooperation with neighbours: India is a signatory to the SAARC Convention on Narcotics 
Drugs and Psychotropic substances, 1993. 
o India is also a party to the Pentalateral Cooperation on Drug Control, which focuses on 

the prevention of illicit trade of precursor and other chemicals used for the manufacture 
of heroin. 

 
Ways to make drug fight menace more effective: 

• Combating misinformation on the impact of the use of cannabis products is crucial. 
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• Awareness-raising and communication efforts that disseminate scientific information without 

stigmatizing people. 

• Increasing the capacity of law enforcement agencies to address drug trafficking over the 
darknet remains a priority. 

• Joint responses by Governments and the private sector can involve controlling and removing 
advertisements and listings of illegal drugs on the Internet. 

• Continuously update scientific standards to keep abreast of the acceleration of Internet based 
services. 

• Prevention and solid support are the ways in which drug abuse can be dealt with. 

• Prevention programmes involving families, schools and the immediate communities are 
important in this regard. 

• Government must notify minimum standards for running de-addiction centres. 

• Fast track courts. 

• Integrating drug de-addiction centre’s with rehabilitation centres. 

• Unlicensed centres and those committing human rights violations must be liable to closure. 

• A chapter on the impact of drug abuse should be included in school curriculum so that 
children understand how addiction destroys lives of people. 

• Focused sensitisation programmes on drug abuse in schools and a substance abuse policy 
could go a long way in curbing the menace. 

• Parents must consult specialists in case there is change in behaviour of their children as it 
could be signs of drug abuse. 

 
Conclusion 
Prevention of drug trafficking has to be accorded greater priority. At present it forms part of the 
larger mandate of the border guarding forces to ‘prevent smuggling and any other illegal activity’. 
Special measures need to be formulated to check trafficking of drugs through the borders. Various 
domestic laws enacted for the control of drug trafficking should be implemented stringently and 
severe punishments should be accorded to drug stockists. 
 

2. Drug trafficking in Afghanistan 
Drugs have been a major source of revenue for the Taliban. With the collapse of Afghanistan’s 
economy, the Taliban will rely heavily on drug money to maintain control over their cadres.  
According to the latest World Drug Report of the United Nations Office on Drugs and Crime:  
1. Afghanistan reported a 37% increase in the extent of land used for illicit cultivation of opium 

poppy during 2020 compared with the previous year.  
2. The country accounted for 85% of the global opium production last year.  
3. Despite the improved capabilities of the Afghan specialised units over the years, drug seizures 

and arrests had minimal impact on the opium-poppy cultivation.  
4. Afghanistan is also turning out to be a major source for methamphetamine.  
 
World Drug Report 2021:  
1. Around 275 million people used drugs globally in the last year. Over 36 million people 

suffered from drug use disorders.  
2. Rise in the use of cannabis during the pandemic has been reported by most countries.  
3. Non-medical use of pharmaceutical drugs has also been observed in the same period.  
4. The latest global estimates say, about 5.5 per cent of the population between 15 and 64 

years have used drugs at least once in the past year.  
5. Over 11 million people globally are estimated to inject drugs - half of them have Hepatitis C.  
6. Opioids continue to account for the largest burden of disease-linked to drug abuse.  
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3. National Fund to Control Drug Abuse 
The Social Justice and Empowerment Ministry has recently recommended that the National Fund 
to Control Drug Abuse be used to carry out de-addiction programmes, rather than just policing 
activities.  
 
About the National Fund to Control Drug 
Abuse:  
● It was created in accordance with a 

provision of the Narcotic Drugs and 
Psychotropic Substances Act, 1985.  

● It had a nominal corpus of ₹23 crore.  
● Funding: Under the NDPS Act, the sale 

proceeds of any property forfeited, 
grants made by any person and 
institution, and income from the 
investments of the fund, go towards the 
fund.  

● Usage of the fund: The Act states that 
the fund would be used to combat illicit 
trafficking of narcotics, rehabilitating addicts, and preventing drug abuse.  

 
Major Reasons for Drug Abuse:  

1. To be accepted by the peers.  
2. Increasing economic stress.  
3. Changing cultural values.  
4. Experimentation.  
5. Neurotic pleasure.  
6. Ineffective Policing.  

 
Drug abuse cases and numbers in India:  

● According to the National Crime Records Bureau’s Crime in India 2020 report, a total of 
59,806 cases were lodged under NDPS Act.  

● In 2019, there were 3.1 crore cannabis users and 2.3 crore opioid users.  
 
Indian Government has taken several policy and other initiatives to deal with drug trafficking 
problem:  
1. The 'Nasha Mukt Bharat Abhiyaan' or a 

'Drugs-Free India Campaign' was flagged 
off on 15th August 2020 across 272 
districts of the country found to be most 
vulnerable based on the data available 
from various sources.  

2. Ministry of Social Justice & 
Empowerment has begun 
implementation of a National Action Plan 
for Drug Demand Reduction (NAPDDR) 
for 2018-2025.  

3. The government has constituted Narco-Coordination Centre (NCORD) in November, 2016.  
4. The government has constituted a fund called “National Fund for Control of Drug Abuse” to 

meet the expenditure incurred in connection with combating illicit traffic in Narcotic Drugs; 
rehabilitating addicts, and educating public against drug abuse, etc.  
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5. For digitisation of pan-India drug seizure data, the MHA has launched an e-portal called ‘SIMS’ 

(Seizure Information Management System) in 2019 for all the drug law enforcement agencies 
under the mandate of Narcotics Drugs and Psychotropic Substances Act (NDPS).  

6. Security Agencies involved: Besides the Directorate of Revenue Intelligence, the Border 
Security Force, Sashastra Seema Bal, Indian Coast Guard, Railway Protection Force and the 
National Investigation Agency have also been empowered under the NDPS Act for making 
drug seizures.   

 
Need for these measures:  
A 2019 national study conducted by AIIMS-Delhi on the prevalence of drug abuse in the country, 
establishes that:  
1. A substantial percentage of people use psychoactive substances (alcohol, cannabis and 

opioids), and adult men top the list of drugs users. 
2. Alcohol is the most commonly abused psychoactive substance followed by cannabis, opioids 

(heroin, opium) and inhalers. 
3. Addiction generally begins with alcohol, moves towards nicotine and cannabis – considered as 

gateways to hard drugs – and then hard substances. 
 
India is party to 26 bilateral pacts to fight drug trafficking: 
India has signed 26 bilateral pacts, 15 memoranda of understanding and two agreements on 
security cooperation with different countries for combating illicit trafficking of narcotic, drugs and 
psychotropic substances, besides chemical precursors.  
 
International organisations with which the Narcotics Control Bureau (NCB) coordinated include:  

1. The SAARC Drug Offences Monitoring Desk.  
2. BRICS Colombo Plan.  
3. ASEAN Senior Officials on Drug Matters (ASOD).  
4. Bay of Bengal Initiative For Multi-Sectoral Technical and Economic Co-Operation 

(BIMSTEC).  
5. United Nations Office on Drugs and Crime (UNODC).  
6. The International Narcotics Control Board (INCB).  

 

4. Grey zone challenges 
Grey zone challenges are defined as competitive interaction among and within state and non-
state actors that fall between the traditional war and peace duality. They are characterized by 
ambiguity about the nature of the conflict, opacity of the parties involved, or uncertainty about 
the relevant policy and legal frameworks. 
 
Impact on India’s security 

• China’s aggression: A situation manifested along India’s northern borders since April 2020 i.e 
military intimidation in Eastern Ladakh, attempted salami slicing by the Chinese PLA by 
activation of friction points, high-intensity propaganda with wolf-warrior diplomacy, and 
continuous nuances of psychological warfare. 

o China takes 5 steps inside India and retreats 3 steps, thus gaining ground and 
land. Especially where border settlement is under dispute. 

• Indo-Pak friction: The third among examples that exemplify today’s dynamics of grey zone 
threats is from the Indo-Pak realm. From 1977, the Zia Doctrine came into play, with the 
recognition that India could only be tackled through the asymmetric route with extreme 
hybridity adopted into a tailor-made campaign. Tackling J&K was only just a part of the 
strategy that spread deep and wide across India. 

• Hacking PowerGrid by Chinese Hackers: The cyber-attack on the Mumbai power grid started 
from October 10, 2020 onwards. The first power grid that supplies electricity to Mumbai was 
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shut on the day following a ‘technical failure’. Two days later, the circuit of another 
transmission line tripped. 
 

Measures to deal with grey zone conflict 

• Strategic wisdom lies in the anticipation of and preparation for future wars. 
o To instil desired capabilities in India, there is a requirement for an in-depth study 

of several alternative future security environments. 

• Comprehensive National Power (CNP) will directly bear on our ability to withstand any 
challenge in the grey zone. The recommended approach in various domains of CNP is, firstly, 
political and diplomatic dexterity to ensure fail-proof alliances while continuing to engage 
with China at the desired level, backed up by sound military diplomacy. 

• Military diplomacy needs to be scaled up to project desirable military signals at the 
intended target audiences. 

• The information age has already stepped into new realities of machine learning, artificial 
intelligence, and robotics. The strong software base in India needs to be supported by 
indigenous hardware design and production capability. 

o Given the growth lag in this sector, India should collaborate with countries like 
Singapore and South Korea as an offset to trade negotiations. 

o Related challenges of attracting and retaining talent for the national cause need 
to be dealt with comprehensively. 

• The safety of our information infrastructure and critical data needs to be ensured by 
creating backup and reducing redundancy in communications, power transmission, aviation 
and railways. 

• Cyber-attacks are a reality that needs refined, comprehensible, and easy-to-execute crisis 
management plans along with indigenous offensive capability to escalate cyber deterrence. 

• Lastly, the offensive Space capability needs to be developed on a priority basis. Any defensive 
architecture is prone to get breached unless the adversary is also conscious that his 
infrastructure and national systems can also be targeted significantly, if not comprehensively 

 
Conclusion 
There is no model or formula for warfare, but rather each scenario is markedly unique and 
requires a tailored approach. Therefore, we need to evolve our own solutions both for offence 
and defence in the grey zone. There will be a requirement of greater synergy between all 
security architecture components, which needs to be dovetailed in our Foreign Policy Objectives 
in real time to meet the grey zone threat. To ensure a credible deterrence and responsive 
capability against emergent grey threats, there is a need to institutionalise the whole nation’s 
approach to the national security matters. Thus, the national security strategy in the grey zone 
should constitute – Conflict Prevention, Conflict Management, and Conflict Termination 
Strategy.  
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Separatist Movements and Insurgency in North-East 

 

1. Demands for a separate Bhil Pradesh 
The demands for a “Bhil Pradesh” have of late begun to be raised again.  
 
What is Bhil Pradesh?  

● It is a demand for a separate state for tribal people in western India.  
● The demand is to carve out a separate state from 39 districts spread over four states: 16 

in Gujarat, 10 in Rajasthan, seven in Madhya Pradesh, and six in Maharashtra.  
● Bhil social reformer and spiritual leader Govind Guru first raised the demand for a 

separate state for tribals back in 1913 after the Mangarh massacre.  
 
Need for:  
The locals say, after the division of states, tribals in the region were scattered. This suppressed 
their collective voices. As a result, most schemes related to their development have not benefited 
them.  
 
The Mangarh massacre:  
The massacre, which took place six years before 
Jallianwalla Bagh and is sometimes referred to as the 
“Adivasi Jallianwala”, saw hundreds of Bhil tribals being 
killed by British forces on November 17, 1913 in the hills 
of Mangarh on the border of Rajasthan and Gujarat.  
 
Who are Bhils?  
● Bhils or Bheels are an Adivasi ethnic group in West 

India. Bhils are listed as tribal people of the states of 
Gujarat, Madhya Pradesh, Chhattisgarh, Maharashtra 
and Rajasthan.  

● Bhils are one of the largest tribal group in India. They speak the Bhil languages.  
 

2. Greater Tipraland 
Several tribal outfits in Tripura had joined hands to push their demand for a separate state for 
indigenous communities in the region, arguing that their “survival and existence” was at stake.  
 
The Demand:  
The parties are demanding a separate state of ‘Greater Tipraland’ for the indigenous 
communities of the north-eastern state. They want the Centre to carve out the separate state 
under Article 2 and 3 of the Constitution.   
 
What is Greater Tipraland?  
‘Greater Tipraland’ is essentially an extension of the ruling 
tribal partner Indigenous Peoples Front of Tripura – IPFT’s 
demand of Tipraland, which sought a separate state for 
tribals of Tripura.  
● The new demand seeks to include every tribal person 

living in indigenous area or village outside the Tripura 
Tribal Areas Autonomous District Council (TTAADC) 
under the proposed model.  

● However, the idea doesn’t restrict to simply the Tripura 
tribal council areas, but seeks to include ‘Tiprasa’ of 
Tripuris spread across different states of India like 
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Assam, Mizoram etc. as well, even those living in Bandarban, Chittagong, Khagrachari and 
other bordering areas of neighbouring Bangladesh.  

 
What's the issue?  
Regional political parties say the call of Greater Tipraland’ rose due to unfulfilled demands of 
revising NRC in Tripura and opposition to CAA in the past.  
 

3. Naga peace process 
The chief of the Khaplang faction of the National 
Socialist Council of Nagaland, or NSCN (K), has said 
a solution to the “Indo-Naga political issue” would 
be possible if all the Naga political groups come 
together with a common draft.  
 
Background:  
The process has been ongoing since mid-1997 when 
the NSCN (I-M) declared a ceasefire with the armed 
forces. Other groups began opting for talks in 2001. 
However, it has been put in a cold storage” since 
the Framework Agreement was signed on August 3, 
2015.  
 
How old is the Naga political issue?   
1. Pre- independence:  

● The British annexed Assam in 1826, and in 1881, the Naga Hills too became part of British 
India. The first sign of Naga resistance was seen in the formation of the Naga Club in 1918, 
which told the Simon Commission in 1929 “to leave us alone to determine for ourselves 
as in ancient times”. 

● In 1946 came the Naga National Council (NNC), which declared Nagaland an independent 
state on August 14, 1947. 

● The NNC resolved to establish a “sovereign Naga state” and conducted a “referendum” in 
1951, in which “99 percent” supported an “independent” Nagaland. 

 
2. Post- independence:  
On March 22, 1952, the Naga Federal Government (NFG) and the Naga Federal Army (NFA) were 
formed. The Government of India sent in the Army to crush the insurgency and, in 1958, enacted 
the Armed Forces (Special Powers) Act. 
 
Agreement in this regard:  
● The NSCN (IM) entered into a ceasefire agreement with the Centre in 1997 and the two have 

been holding talks since then, while a conglomerate of seven different Naga national political 
groups (NNPGs) also got into separate talks with the Centre in 2017.  

● The Centre signed a “framework agreement” with NSCN (IM) in 2015, and an “agreed 
position” with the NNPGs in 2017. However, the NSCN (IM)’s demand for a separate Naga 
flag and constitution has been a delaying factor in signing a final deal on the protracted Naga 
political issue.  

 
2015 Framework Agreement (FA):  
On August 3, 2015, the Centre signed a framework agreement with the NSCN (I-M) to resolve the 
Naga issue. 
Broad points included:  
● The government could go for devolution of more powers to Nagaland under provisions of 

Article 371 (A) of the Constitution of India.  
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● The army of NSCN-IM will be absorbed in a new force to be raised on the lines of Home 

Guards.  
● It would involve more autonomy to Naga tribes living in Manipur.  
● The agreement, however, does not include physical integration of all Naga Areas in terms of a 

boundary.  
 

4. Karbi Agreement 
A tripartite agreement among five insurgent groups of Assam, the Centre and the State 
government was recently signed to end years of violence in the Karbi Anglong region.  
 
Highlights of the Agreement: 
● Under the peace accord, more than 1,000 armed cadres have abjured violence and joined 

the mainstream.  
● The agreement provides for their rehabilitation.  
● The Centre will make available a special development package of ₹1,000 crore over the next 

five years, for the Assam government to undertake specific projects for the development of 
Karbi areas.  

● The Assam government will set up a Karbi Welfare Council for focused development of Karbi 
people living outside the ‘Karbi Anglong Autonomous Council’ (KAAC) area.  

● The consolidated fund of the State will be augmented to supplement the resources of KAAC.  
Overall, the present settlement proposes to give more legislative, executive, administrative and 
financial powers to KAAC.  
 
The memorandum of settlement would ensure:  
● Greater devolution of autonomy to the Karbi Anglong Autonomous Council (KAAC).  
● Protection of identity, language and culture of the Karbi people.   
● Focused development of the Council area, without affecting the territorial and administrative 

integrity of Assam.  
 

Who are Karbis? 
● A major ethnic community of Assam--- Karbis are dotted by many factions, and marked by 

ethnic violence, killings, abductions, taxation since the late 1980s. 
● Originally, they are one of Northeast India’s tribal groups, largely inhabiting the Karbi 

Anglong and Dima Hasao (formerly North Cachar) hills districts.  
 
What did the Karbis demand? 
The core demand of the Karbi outfits was the formation of a separate state.  
● In late 1990s, the Karbi National Volunteers (KNV) and Karbi People's Force (KPF) had come 

together to form the United People's Democratic Solidarity (UPDS).  
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● In November 2011, the organisation decided to lay down its arms and sign a tripartite 

memorandum of settlement with the Centre and the Assam government, settling for 
enhanced autonomy and special packages for the Karbi Anglong Autonomous Council 
(KAAC).  

The Karbi Anglong Autonomous Council (KAAC) is an autonomous district council, which is 
protected under the Sixth Schedule of the Indian Constitution. 
 
Bodo peace accord:  
The former militants belonging to five Karbi splinter groups laid down their arms a year after the 
Assam state government signed the historic Bodo peace accord, bringing an end to the long-run 
violence in Bodoland.  
● The Bodoland region is also an autonomous territorial region that is administered by the 

elected body - Bodoland Territorial Council.  
● The Accord was first signed in 2003 and then extended in 2020.  
 
Significance of Karbi Anglong Agreement: 
The Karbi Anglong Agreement is important as an insurgency by Karbi has had a long history in 
Assam, which has been marked by killings, ethnic violence, abductions and taxation since the late 
1980s. 

● The agreement hopes to bring an end to this violence and establish peace in the state.  
 

5. National Register of Citizens (NRC) 
The Assam Government has formed a cabinet subcommittee to look into the problem of 19 lakh 
people, whose names were not included in the supplementary list National Register of Citizens 
(NRC), published in August, 2019.  
 
What's the issue?  
● The biometric details of these people are locked and could not get Aadhaar cards thereby 

they are not able to get welfare scheme benefits. Therefore, there's a need to resolve the 
issue at the earliest.  

 
Background:  
More than 19 lakh of the 3.29 crore applicants in Assam were excluded from the final draft 
register published on August 31, 2019, which cost ₹1,220 crore.  
● The government had rejected the NRC in its current form and demanded re-verification of at 

least 30% names in areas bordering Bangladesh and 10% in the rest of the State.  
 
Background:  
The Supreme Court had monitored the exercise of updating the NRC of 1951 in Assam. About 
19.06 lakh out of 3.3 crore applicants were excluded from the updated draft.  
 
About NRC:  
● At its core, the NRC is an official record of those who are legal Indian citizens. It includes 

demographic information about all those individuals who qualify as citizens of India as per the 
Citizenship Act, 1955.  

● The register was first prepared after the 1951 Census of India and since then it has not been 
updated until recently.  

 
NRC in Assam:  
So far, such a database has only been maintained for the state of Assam.  
● The exercise was a culmination of Assam Accord of 1985 signed between the Centre and the 

All Assam Students’ Union (AASU) and All Assam Gana Sangram Parishad (AAGSP) for 
detection, disenfranchisement and deportation of foreigners.  
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Why was NRC updated for Assam?  
In 2013, the SC ordered the updation of the NRC, in accordance with Citizenship Act, 1955 and 
Citizenship Rules, 2003 in all parts of Assam. The process officially started in 2015.  
 
Issues present:  
● Lakhs of people were left out of the complete draft of Assam’s National Register of 

Citizens (NRC) published in 2018.  
● As per the Supreme Court mandated rules, those left out of the draft NRC list had to 

mandatorily submit their biometrics during the hearings of ‘claims’ (to include themselves 
in the NRC) and ‘objections’ (to object to someone else’s inclusion) process.  

● 27 lakh people who were left out from the list published in 2018 submitted their biometric 
details and amongst these only 8 lakh people made it into the draft list published in 2019. 
However, these 8 lakh people are struggling to get Aadhaar, and concerned about benefits 
linked to it 

● Lack of clarity and inability to enjoy the full benefits emanating from Aadhar has caused 
significant mental pressure on individuals. 

● This situation has arisen primarily due to the lack of clarity over the NRC exercise since the 
government is withholding assigning Aadhar to these newly added individuals since the 
complete and final NRC list is yet to be published.  
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Naxalism 

 

1. Left-wing Extremism 
India has been dealing with three variants of the Internal Security challenge for decades and 
each has its own complexities — a proxy war and terrorism in Kashmir, sub-national separatist 
movements in the Northeast and the Naxal-Maoist insurgency (aka LWE) in the Red Corridor. 
 
The left-wing extremism (LWE) or Naxal insurgency in India originated in a 1967 uprising in 
Naxalbari, West Bengal by the Communist Party of India (Marxist). They are the group of people 
who believe in the political theory derived from the teachings of the Chinese political leader Mao 
Zedong. The Naxals strongly believe that the solution to social and economic discrimination is to 
overthrow the existing political system. 
 
The latest ambush by Maoist 
rebels on a large contingent 
of security personnel in 
Bastar is yet another well-
planned and ruthlessly 
executed attack in a long line 
of similar attacks in the 
Maoist-infested regions of 
central India. Nearly 22 jawans 
were martyred in the attack. 
This tragic incident is a major and embarrassing setback to the IS (internal security) capability of 
India at many levels and highlights the challenge that LWE (left-wing extremism) continues to 
pose. 
 
LWE organizations are the groups that try to bring change through violent revolution. They 
are against democratic institutions and use violence to subvert the democratic processes at 
ground level. 
The movement has spread across the Eastern India in less developed areas of states such as 
Chhattisgarh, Odisha and Andhra Pradesh. 
 
Causes of left-wing extremism in India 
1. Inequitable development:  

• The failure of land reforms especially land redistribution after independence. 

• Socio-economic inequities, unemployment, despair about the future. 

• Dishonest and self-serving dominant groups. 

• Political deprivation leading to hopelessness or a sense of powerlessness. 

• Lack of title to public land cultivated by the landless poor. 

• Governance deficit in the remote parts of Red Corridor regions. 

• Lack of food security – corruption in the Public Distribution System (which are 
often non-functional). 

• Disruption of traditional occupations and lack of alternative work opportunities. 
 
2. Displacement of people: Eviction from lands traditionally used by tribals. 

• Forced Displacements caused by mining, irrigation and power projects without 
adequate arrangements for rehabilitation. As a result, livelihoods were lost. 

• Large scale land acquisition for ‘public purposes’ without appropriate 
compensation or rehabilitation 
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3. Discrimination against tribals: Poor implementation of laws prohibiting transfer of tribal land 
to non-tribals in the Fifth Schedule areas. 

• Non-regularisation of traditional land rights under FRA, 2006. 

• Hasty rejections of land grants to tribals. 
 
Measures and change in strategy needed to solve Maoism 
Home Ministry came up with the strategy of Samadhan. It is a strategy to frame short term and 
long-term policies to tackle LWE. It includes: S- Smart Leadership; A- Aggressive Strategy; M-
Motivation and Training; A- Actionable Intelligence; D- Dashboard Based KPIs (Key Performance 
Indicators) and KRAs (Key Result Areas); H- Harnessing Technology; A- Action plan for each 
Theatre; N- No access to Financing. 
 
In lieu of this, governments must pro-actively tackle left wing extremism. 
1. Modernizing the police force: The scheme focuses on strengthening police infrastructure by 
construction of secure police stations, training centres, police housing (residential) and equipping 
police stations with required mobility, modern weaponry, communication equipment and forensic 
set-up etc. 

• On the administrative side, changes include separation of investigation from law and order, 
specialized wings for Social and Cyber Crimes are initiated in several states. 

• Various technological reforms are pushed including modernization of the control room, fast 
tracking Crime and Criminal Tracking Network and System (CCTNS), pushing for National 
Intelligence Grid (NATGRID) and pushing for incorporation of new technology into policing. 

 
2. Social Integration: State Governments have surrender and rehabilitation policy, while the 
Central Government supplements the efforts of the State Governments through the Security 
Related Expenditure (SRE) Scheme for LWE affected States. 

• Additional incentives are given for surrendering with weapons/ammunition. 

• The surrenderers are also imparted vocational training with a monthly stipend for a 
maximum period of 36 months. 

• Skill Development: Skill Development in 34 Districts affected by Left Wing Extremism” under 
implementation from 2011-12 aims to establish ITIs and Skill Development Centres in LWE 
affected districts. 

 
3. Infrastructure Development: Road Connectivity, communication needs to be rapidly scaled up 
in LWE affected districts. Eg: Mobile towers being set up in remote areas. 
 
4. Major counter-insurgency measures in states 

• Andhra Pradesh established elite force called Greyhounds to successfully crack down on 
naxal leaders. It also squashed mass organisation activities through civilian “vigilante” groups 
that had been encouraged through the surrender and rehabilitation package. 

• West Bengal government implemented confidence building measures with the people living 
in the Maoist infested Jangalmaha region. It created a linkage between people and the 
institution. 

• Odisha and Chhattisgarh trained many local tribal youths as Special Police Officers against 
Maoist insurgency. 

• Bihar had set up a 400-member special task force and Special Auxiliary Police for counter 
insurgency operations. Currently the naxal influence has come down from 22 districts to 4. 

• Maharashtra created a district level force called as C-60 Commando. 

• Salwa Judum was a militia that was mobilised and deployed as part of anti-insurgency 
operations in Chhattisgarh, aimed at countering Naxalite violence in the region.  

 
5. SMART Policing: Smart policing paradigm promotes integration & interoperability of 
information & communication systems. 
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• Broadly, smart policing involves interventions incorporating application of evidence-based 

and data-driven policing practices, strategies and tactics in order to prevent and control 
crime. 

• Recruit specialized personnel: Specialized crimes require specialized approach and personnel 
to deal with them. There should be core technical team to handle modern technology 
related crimes. 

• Community policing improves interface with citizens and makes police more sensitive. E.g. (i) 
Janamaithri Suraksha Padhathi, Kerala (ii) Friends of Police Movement (FOP), Tamil Nadu 
(iii) Suraksha Setu – Safe City Surat Project 

• Improve communication network: There should be sharing of information & knowledge to 
improve the functioning of police force. 

• Better Surveillance and Monitoring with standardisation, deployment and integration of 
private security surveillance system. 

• It promotes pro-active policing by preventing criminal activity through enhanced police 
visibility and public engagement. 

 
Left Wing Extremism (LWE) Division  

• The LWE Division of Ministry of Home Affairs implements security related schemes aimed at 
capacity building in the LWE affected States.  

• The Division also monitors the LWE situation and counter-measures being taken by the 
affected States.  

• The States of Chhattisgarh, Jharkhand, Odisha, Bihar, West Bengal, Andhra Pradesh, 
Telangana, Maharashtra, Madhya Pradesh and Uttar Pradesh are considered LWE affected, 
although in varying degrees. 

 
Need of the hour 

• Central and State governments, the administration and the security establishment need to 
recognize that the movement cannot be approached from a purely law and order point of 
view. 

• The process of improving the conditions of the poor and the tribals clearly need to be 
speeded up if the movement is to be effectively checked. 

• Winning the hearts and minds of the tribal population and other marginalised groups will lie 
at the core of the counter-insurgency strategy. 

• Development of road and rail infrastructure will not only enhance economic growth and 
development but will also help in countering Maoist propaganda. 

• The improved road connectivity will also have a multiplier effect on the effectiveness of the 
security forces in carrying out operations. 

• Providing incentives and alternate life support system to those surrendered. 
 
Conclusion 
An ideology based on violence and annihilation is doomed to fail in a democracy which offers 
legitimate forums of grievance redressal. Through a holistic approach focusing on development 
and security related interventions, the LWE problem can be successfully tackled. 
 

2. Maoist insurgent more than just ideological problem 
• The Maoist insurgency is more of a law-and-order problem than an ideological one. It is 

always so in areas in the throes of insurgency of any kind. 

• One shouldn’t overstate the tribal support for Maoists being ideological rather than being a 
largely forced one or one that has to do with their daily struggles of life during which the state 
hardly plays an assuaging role. 

• On the contrary, the state inflicts or tends to inflict what many non-Maoist and even anti-
Maoist activists call state violence. 
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• The tribals still feel unsafe when the police enter their villages during ANOs. 

• Clearly, support for the Maoists, forced or voluntary, is a product of state’s failure to reach 
out to them rather than being one born out of some commitment to the Maoist ideology. 

• Interviews by journalists, including this writer, with several former high-ranking Maoist cadres 
have underscored their naive understanding about the basic tenets of Communist or Maoist 
thought. 

 
Conclusion 
There is only one way out and it is that the government of India and the Maoists should sit 
across the table and sort out their differences. The harsh truth is that the tribals are today 
sandwiched between the two warring groups of State Police and Central Armed Police Forces on 
the one hand and the Maoist guerrillas on the other. The government of India is today in a 
position for reconciliation. Such a gesture would not be an admission of weakness. The 
government today holds the upper hand and, therefore, any such move would be considered 
magnanimous. There has been much blood-letting. It is time to heal the Naxal wounds, time to 
usher in a new dawn. 
 

3. Women cadres in left-wing extremism 
Female Maoists are a substantial 60% of Maoist cadres and occupy almost all operational and 
tactical positions responsible for sustaining the Maoist rebellion in India. For a security threat 
constituting such a sizeable number of female combatants, embracing the woman question 
should be central to conflict resolution. 
 
The umbrella grievance of women in the movement is that of gender inequality, which worsens 
problems of sexual assault, police brutality, atrocities against Scheduled Caste/Tribe (SC/ST) 
communities, and economic inequality. 
 
Rise of women cadres in left-wing extremism: Reasons 

• Many ex-Maoist women, like Krishna Bandyopadhyay, admit Maoism’s appeal was rooted in 
its commitment to women’s rights. 

• The demand for gender equality is so potent that male Maoists themselves cannot escape it. 
In one instance, female combatants compelled the CPI (Marxist-Leninist) to admit its own 
patriarchal failings within the party and the overall insurgency. 

• The most gendered motivator, distinguishing female experience, is sexual assault. Crimes 
against women are more rampant in Maoist-affected areas than in other parts of the country. 

• Security personnel are known to use body searches, casual molestation, custodial rape, 
torture, threats of harm upon loved ones, etc., as warfare tactics against combatants and 
even civilian women. 

• National Crime Records Bureau data shows that Andhra Pradesh, Chhattisgarh, Jharkhand, 
Madhya Pradesh and Odisha alone registered 84,938 crimes against women in 2019. 

• Women face sexual harassment from the state as well as insurgents, with no avenues to seek 
justice. Many find it nearly impossible to even register a first information report with the 
police. 

• Evidently, police brutality and impunity pushes women towards Maoism, creating a cycle of 
violence. 

• Therefore, many women perceive Maoism as relief from poverty and unemployment. 
 
Addressing gender injustice in fight against left wing extremism 

• Despite sustaining the uprising, female Maoists are rarely at the table during peace talks and 
ceasefire negotiations. 

• Even within the ranks, they face sexual assault and gendered division of roles such as cooking, 
cleaning and nursing. 
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• Maoists are not immune to patriarchal attitudes and behaviour, suggesting a scope for the 

state to re-enter the discourse through effective gender-sensitive policies that offer women 
of the region a better alternative than joining the cadres. 

• The need of the hour is for the state to adequately address women’s ground realities in the 
region that push them toward radicalization. 

• State and Centre must collectively work to empower women, provide them security and 
education, finally bridging the developmental deficit. 

 
Conclusion 
Failing to address women’s grievances around patriarchy renders the state’s counter-terrorism 
response inadequate. The Indian state’s priority must be to diminish motivations, not demean 
them. The driving factors should not only be understood as incentives behind violence, but 
potential solutions for peaceful outcomes. 
 

4. Extremism 
Without development processes, there is no organic end to the causes of discontent, unrest and 
extremism. Development and security together lay the foundations for sustainable peace. It is a 
truism that underdevelopment often creates the conditions for insurgency and spread of 
extremist ideologies among the people, who perceive that their needs are not being taken care of 
by the government.  
 
While it has been the policy of governments around the world today to emphasise on “inclusive 
development”, there are always groups in every state who feel alienated because they perceive 
that they are left out of the developmental efforts. Such perceptions coupled with inefficient and 
corrupt governance create an ideal condition for extremism and militancy. More than lack of 
development, it is the perception of injustice, mis-governance and inability of the system to 
engage the disaffected lot that lead people to violence and extremism. 
 
Extremism hindrance to development 
As security is the primary infrastructure of economic activities and social stability and certainty 
about future are the essential prerequisite of investment, the persistent insurgency atmosphere 
has been the most important contributor to economic stagnation of the region. 

• The first casualty of insurgency has been its already weak infrastructure especially, its 
transport sector. 

• The subversive activities of the insurgents’ damage rail tracks, cause accidents leading to loss 
of life and property, create terror among the travellers and throw the entire system out of 
gear. 

• The next important target of the insurgents is the resource-based industries like petroleum 
and tea which form the core of the modern organised sector in the region. 

• Oil pipelines are often blown up by the insurgents, tea gardens are targeted for extortion 
and sometimes, tea garden executives are abducted. 

• The attack of the insurgents on tea and petroleum is bound to convey negative signal to the 
prospective investors. The potential of using gas reserve of the region will also be seriously 
hampered because of insurgency situation. 

• The third, but first from long term point of view, victim of insurgency in the region is 
environment. On the one hand, insurgents damage forests by taking shelter there and on the 
other, anti-insurgency operations also lead to denudation of forests. 

• The insurgency has aggravated the problem to such an extent that development workers of 
both the Government and NGOs are utterly discouraged from going to the hilly and rural 
areas as they face constant extortions and threats of abduction or death. 

• It is extremely difficult to build up rural infrastructure like roads and communication links, 
power grid, irrigation arrangements etc. It is also equally difficult to build up and administer 
schools, hospitals, agricultural extension centres etc in such a condition. 
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• Consequently, insurgency is pushing the backward areas of the region to the darkness of 

greater underdevelopment and is acting as a retarding force rendering disservice to rural 
poor especially the indigenous people whose causes, they are supposed to uphold. 

 
Developmental issues related to rise and spread of extremism:  
Developmental issues which pertain to the spread of extremism are linked to lack of access to 
basic resources to sustain livelihood. 

• Forest policy: 
o In the name of development, habitat of principal adivasi communities were 

declared reserve forests & in accordance with Forest conservation Act 1980, no 
forest land can be diverted to non-forest use without permission. 

o Rights of primitive forest dwellers were restricted resulting in losing access to 
land. 

o Mass resentment leading to extremist activities. 
• Land alienation: 

o 40% of rural households have no land or less than half an acre of land, increased 
marginal landholdings, no land reforms, insecurity and exploitation of tenants and 
unrest leading to extremism. 

o Land acquisition for Special Economic Zone (SEZ) again deprived the poor of their 
lands. Loss of food production as a huge block of productive lands acquired for 
SEZ; major impact in livelihood resource, leading to conflict. 

• Displacement & rehabilitation: 
o Displacement/ forced eviction of people occurs due to developmental projects 

such as irrigation, industrial projects, mining projects, power plants etc. It can be 
physical, emotional or cultural. 

o Tribal people are most prone to displacement because tribal areas are rich in 
mineral resources such as Orissa, Jharkhand. This impacts multidimensional 
trauma on them leading to serious consequences. 

• Labour, unemployment and wages: 
o Unemployment and insecurity of livelihood are growing source of dissatisfaction and 

anger among youth, both in urban and rural areas. 
o Minimum wages for agriculture work are not implemented, increased share of 

unorganized workers in unorganized sector, no effective coverage of labour welfare 
laws. 

o Hence this multifaceted form of exploitation in the absence of any developmental 
propaganda forms the major cause of spread of extremism. 

• Moreover, tourism industry in this development scenario is posing a great threat to the 
existing tribal life which is interwoven with ecology. The introduction of foreign influence and 
commercialisation is triggering the process of disintegration of tribal society leading to 
extremist activities. 

Thus, the above causes show that underdevelopment and socio-economic lacunae lead to 
extremism. 
 
Way Forward: 
• Effective implementation of legislation: 

o PESA, MGNREGA, Scheduled tribes and other traditional forest dwellers acts must be 
implemented effectively. 

• Land Related Measures: 
o A serious effort must be made to continuously implement the land ceiling issues for 

distribution amongst the most vulnerable section of the landless poor. 
o Land should be acquired by government for SEZ by paying proper compensation to 

the farmers. 
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o Land tribunals or fast track courts must be set up for speedy disposal of land ceiling 

cases. The loopholes in the respective state ceiling laws must be corrected. 
• Basic amenities and Infrastructure: 

o Failure to provide infrastructure and services as per national norms is one of the 
much discriminatory manifestations of governance in extremism affected areas. Basic 
services to standards among the people in these areas to be given top priority. 

• Governance Issues: 
o Areas in central India where unrest is prevailing covers several states like Andhra 

Pradesh, Orissa, Chhattisgarh, Madhya Pradesh, Jharkhand and parts of Maharashtra. 
o State interventions both for development and for law and order are fairly low. Local 

populations present in the tribal areas are being exploited by the rich people. 
Government should take necessary action in protecting these people. 

o The basic steps required in the direction include establishment of credibility and 
confidence of government, keeping a continuous vigil for fulfilment of people’s vision, 
effective protection, peace and good governance; sustainable development with 
equity in tribal areas will make extremism low in tribal areas. 

• Livelihood Security: 
o should strengthen the subsidiary and supportive activities in horticulture, poultry, 

fisheries, animal husbandry under the strict guidelines of ministry of agriculture 
through establishment of quality infrastructure & efficient market linkages at the 
village level. 

o Universalize basic social services to standards amongst the people of extremist 
affected areas so that the discriminatory manifestations of governance can be 
removed. 

• Institutional arrangements for centre-state cooperation: 
o Since problems in formulating a counter-Extremist policy as well as in dealing with the 

issue on a day-to-day basis are sourced to the lack of centre-state cooperation, a 
permanent institutional mechanism in the form of a coordination centre can be 
established to thrash out emerging differences. 

o A coordination centre does currently exist within the Ministry of Home Affairs, but 
requires the active participation of state representatives to ensure smoother 
coordination 

 
Conclusion: 
Inequalities between classes have increased over the years which act as source of unrest. Indian 
Constitution in article 39 mandates states to prevent concentration of wealth in few hands but 
policy makers often ignore this resulting into two dimensions: BHARAT and INDIA. Only when 
adivasis and marginalized groups are taken care of both these worlds won’t merge. Structural 
violence causes much of violence. While not condoning radical violence, an honest response to 
extremism therefore must begin by ameliorating the structural violence in the society. 
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Terrorism in India 

 

1. Terrorism and role of External State and Non-State Actors 
• Terrorism is the planned, organized and systematic use of violence as a means of coercion 

for political, religious or ideological purposes. It has become a global phenomenon posing 
major threat to international peace, security and stability. 

• The menace of terrorism whether perpetrated by individuals, groups or state forces is a crime 
against humanity which has wounded societies all over the world. 

• The terrorist has not only threatened the ideals of democracy and freedom but also caused a 
serious challenge to the existence, progress and development of mankind. 

• International terrorism poses an increasingly dangerous and difficult threat to world. 
Today’s terrorists seek to inflict mass casualties, and they are attempting to do so across 
globe. They are less dependent on state sponsorship and are, instead, forming loose, 
transnational affiliations based on religious or ideological affinity and a common hatred. This 
makes terrorist attacks more difficult to detect and prevent. 

• In the Global Terrorism Index 2020 (GTI), India has retained its rank as the eighth most highly 
impacted country from terrorism globally, it has improved significantly on several metrics. 
Between 2018-19, it was among the 10 countries that witnessed the largest decrease in 
deaths from terrorism. There has also been a 16 percent decrease in the overall economic 
impact of terrorism on India over the same period. 

 
India subdivides terrorism in four major groups: 

• Ethno-nationalist terrorism – This form of terror focuses either on creating a separate State 
within India or independent of India. Violent Tamil Nationalist groups from India to address 
the condition of Tamils in Sri Lanka, as well as insurgent tribal groups in North East India are 
examples of ethno-nationalist terrorist activities. 

• Religious terrorism – This form of terror focuses on religious imperatives, a presumed duty 
for a specific religious group, against one or more religious groups. Mumbai 26/11 terror 
attack in 2008 from an Islamic group in Pakistan is an example of religious terrorism in India. 

• Left-wing terrorism – This form of terror focuses on economic ideology, where all the existing 
socio-political structures are seen to be economically exploitative in character and a 
revolutionary change through violent means is essential. Maoist violence in Jharkhand and 
Chhattisgarh are examples of left-wing terrorism in India. 

• Narcoterrorism – This form of terror focuses on creating illegal narcotics traffic zones. Drug 
violence in northwest India is an example of narco-terrorism in India. 

 
Role of external state and non-state actors in creating challenges to internal security 

• All the states in the north-eastern region are different from each other because of their 
ethnic diversity which comprises over 160 scheduled tribes and 400 other tribal or sub tribal 
communities and groups with predominantly a rural economy. 

• This region has remained largely under-developed and there has been no policy like “Act East” 
which could focus on the extended neighbourhood in the Asia-Pacific region and 
simultaneously developed this region. 

• Because of lack of socio-economic development, and central and regional divergence, this 
region still suffers from a multiplicity of deficits namely deficits related to basic needs, 
infrastructure, resource allocation and utilisation, governance and above all a deficit of 
understanding between the region and the rest of the nation. For these reasons, different 
insurgent groups are still active. 

• Deadlock over peace-talks and cease-fire agreements with various warring tribes, nexus 
between many insurgent groups and organized crime syndicates, China’s linkages to some 
anti-India insurgent groups, demand scrapping the controversial Armed Forces (Special 
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Powers) Act are some other key reasons for the survival of armed insurgency in the north-
eastern region. 

 
External vulnerabilities by state and non-state actors that pose challenges to India’s national 
security: 

• ‘State actor’ is used in the context where one government supports an actor in the 
performance of an act or acts of terrorism against the other often deemed as a state 
sponsor. 

 
State actors:  

• Increasing activities of Pakistan’s Inter-Services Intelligence (ISI) in Nepal changed the 
nature of the border completely. It has ties with the Taliban and other radical groups. These 
groups have been involved with the radicalization of the Rohingya refugees in Bangladesh. 
Groups such as the Lashkar-e-Taiba (LeT), the Haqqani Network and the Taliban have 
repeatedly been used by Pakistan as instruments to help it achieve its foreign policy 
objectives in India and Afghanistan. 

• China’s People’s Liberation Army continues to deploy construction equipment for road works. 
It uses spider excavators to build roads in the border area. 

• China is setting up villages in uninhabited tri-junction stretches between India, Bhutan and 
China, which are intended to support Chinese military facilities. 

• China not following resolution mechanism of maritime disputes in reference to the South 
China Sea where China is flexing its military muscle despite an international tribunal verdict 
(UNCLOS) going against it. 
 
Organizations and individuals not connected with, directed by, or funded through the 
government are non-state actors. They can be corporations, NGOs, and even paramilitary and 
armed resistance groups. 
 

Non-state actors:  

• Pakistan has been a major exporter of terrorism to India. Non-state actors like terrorist 
groups for instance Lashkar-e-Taiba, Jaish-e-Mohammad are a continuous threat. 

• Non state actor -sponsored terrorism, often motivated by fundamentalist ideologies, backed 
by secretive but efficient financial networks, use of IT, clandestine access to chemical-
biological and nuclear materials, and illicit drug trafficking, has emerged as a major threat to 
international stability. 

• These groups aim to not only create instability in states like J&K, they also have a larger aim 
of destabilising the country. This is done through sporadic terrorist strikes, which spreads 
terror and panic. This could also adversely affect the ability of the Indian state to pursue 
economic modernisation. 

• Growing vulnerability of the coastline and also of the airspace, for example, Mumbai and 
Purulia incidents. 

• Insurgency, illegal migration from Bangladesh and smuggling activities reflect the porosity 
(concern highlighted in Kargil Review Committee) of our borders. 

• The deep-rooted nexus between drug mafias, arms dealers, and money launderers for 
financing terrorism. 

• The north-eastern states have been facing many challenges such as  
o organized Crime, the UWSA is the largest of the organized criminal groups in the 

region and operates freely along the China and Thailand borders,  
o Ethnic Gangs  
o Insurgent Groups which can encourage LWE, trans-border terrorism and separatist 

tendencies  
o Opium poppy cultivation in Burma’s Shan state 
o illegal immigrants having livelihood interest  
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o refugee crisis like 40,000 Rohingya live in India  
o insurgent groups active in the Northeast, namely ULFA-I, NDFB-S, UNLF hide in 

Myanmar, together these could be a serious threat to internal security. 
 

2. Reasons for rise of terrorism 
• Terrorism has been a threat not only to India’s democracy but countries worldwide affecting 

the enjoyment of rights of people. Terrorism has slammed and affected almost every sphere 
of human life, be it economic or political or social life.  

• Broadly, terrorism is the antithesis of independence, development and human rights. The 
frontier regions of India, especially regions bordering Pakistan are the worst affected 
regions by terrorism.  

• Terrorism, in all its form, is the greatest violator of human rights. The ruthless, barbaric, 
inhuman killing of innocent people is carried out by the terrorists with a view not only to 
challenge the authority of the Government, but also to put the security and sovereignty of 
the country in jeopardy. 

• Terrorism in India is characterized by communist, Islamists and separatist groups. Communist 
terrorist groups are by far the most frequent perpetrators and the main cause of terrorism 
deaths in India. 

• India continues to face a number of terror attacks from Islamic groups in Kashmir, Sikh 
separatists in Punjab, and secessionist groups in Assam. 

• The most immediate and measurable impact of terrorism is physical destruction. Terrorists 
destroy existing plants, machines, transportation systems and other economic resources. On 
smaller scales, acts of terrorism may blow up different public places, markets or religious 
places. The impact of terrorism is always negative for the economy. 

• Productive resources that might have generated valuable goods and services are destroyed, 
while other resources are almost invariably diverted from other productive uses to bolster the 
military and defense. None of these create wealth or adds to the standard of living. 

• The best strategy to isolate and defeat terrorism is by respecting human rights, fostering 
social justice, enhancing democracy and upholding the primacy of the rule of law.  

 
Trends in Terrorism: 
 

The increase in attacks and deaths across more countries has meant that the impact of terrorism 
is becoming more widespread, even as deaths from terrorism are decreasing. As the intensity of 
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terrorism has increased over the last two decades, its impact has also spread to more countries 
around the world. 
 

3. Cross-Border Terrorism: 
India has one of the longest and most varied of international borders. Historical and political 
reasons have left India with an artificial unnatural border. Border Management is an integral 
approach towards borders in which along with security enhancement, infrastructure & human 
development is undertaken. The challenge of coping with long-standing territorial and boundary 
disputes with China and Pakistan, combined with porous borders along some of the most 
difficult terrain in the world, has made effective and efficient border management a national 
priority. 
 
Issues and threats posed by each neighbouring country to India: 
Indo-Pakistan Border: 

• Indo-Pakistan Border (3,323 Km) runs along the states of Gujarat, Rajasthan, Punjab and the 
UTs of J&K and Ladakh. 

• Direct accessibility of the borders and some technological developments enabling quick 
passage of information and transfer of funds has changed the focus and tenor of border 
security. 

• Cross-Border Terrorism from Pakistan has exacerbated due to non-recognition of boundaries 
by its terrorist groups and their success in acquiring legitimacy due to religious or ethnic 
identity. 

• Inadequate Cooperation from Pakistan has made the management of border further 
difficult for India. 

 
Indo-Bangladesh Border: 

• The Indo-Bangladesh Border (4,096 Km) passes through West Bengal, Assam, Meghalaya, 
Tripura and Mizoram. 

• The entire stretch consists of plains, riverine belts, hills & jungles which make illegal migration 
very easy. 

• Illegal Migration across this border poses serious security threats and acts as a fertile ground 
for organisations like the Inter-Services Intelligence of Pakistan to penetrate and expand their 
activities. 

• Also, poor law and order situation at the border, has led to smuggling of arms and drugs. 
Supply of arms help in sustaining any conflict. 

 
Indo-China Border: 

• India shares a long land border with China (3,488 Km) in the Indian states of Himachal 
Pradesh, Uttarakhand, Sikkim and Arunachal Pradesh and UT of Ladakh. 

• Although this border remains relatively aloof from illegal migrations, this border remains a 
cause of constant vigil for Indian forces. 

• India has a longstanding border dispute with China running back to British era in Aksai Chin 
and Arunachal Pradesh. 

 
Indo-Nepal Border: 

• India-Nepal Border (1,751 Km) is an open border in the sense that people of both the 
countries can cross it from any point, despite the existence of border check posts at several 
locations. 

• Anti-India organizations use this border to plant their people in the territory of India. 

• Also, smuggling of gold, small arms, drugs and fake currency helps terrorists in executing an 
attack. 

 
Indo-Bhutan Border: 
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• This border (699 km) passes through states of Assam, Arunachal Pradesh, West Bengal 

and Sikkim. 

• Illicit establishment of camps by militant outfits in the dense jungles of south-east Bhutan 
helps insurgents from India in executing anti-India activities. 

 
Indo-Myanmar Border: 

• The northeast states of Arunachal Pradesh, Nagaland, Manipur and Mizoram share the 
border with Myanmar (1,643). 

• Some of the insurgent groups like the National Socialist Council of Nagaland (NSCN) and 
ULFA operate from Myanmar, which threatens the security of India as well as Myanmar. 

 
India has had to deal with numerous challenges with respect to border management such as: 
Current fence: 

• The present one has a high rate of degradation due to snow and has to be repaired after 
every season which costs about Rs. 50-60 crore every year. 

• Over time infiltrators have devised ways to cross it. 

• India’s internal security challenges are inextricably linked with border management. This 
is so because Indian insurgent groups have for long been provided shelter across the 
nation’s borders 
by inimical neighbours. 

 
No real-time coordination: 

• Due to the lack of understanding of military issues among the decision-making elite, 
India’s borders continue to be manned by a large number of military, paramilitary and 
police forces. 

• Each of which has its own ethos and each of which reports to a different central ministry 
at New Delhi, with almost no real coordination in managing the borders. 

• Border management is designed for a ‘firefighting’ approach rather than a ‘fire 
prevention’ or pro-active approach. 

• It is based on a strategy of ‘reaction and retaliation’ rather than on a holistic response to 
the prevailing environment, resulting in stress and decision-making problems at the 
functional level. 

 
Other Challenges: 

• Perennial and Seasonal Rivers via which terrorists can infiltrate. 

• Un-demarcated boundaries with overlapping claims cause constant friction along borders. 

• Mountainous and Hilly terrain especially in North Indian borders which are snow clad and 
inhabitable during winter season. 

• Unilateral actions by some nations to change the status quo in their favour. 

• Little or no support from counterparts of neighbouring nations and in some cases active 
support by cross border elements to illegal activities. 

• Cultural, ethnic and linguistic affinity across borders and clan loyalties 

• Multiple agencies are involved in border management, lack of Inter agency cooperation 
and coordination. 

• Support of state and non-state actors to aid infiltration, smuggling, trafficking etc. 
 
Solutions for addressing cross border terrorism: 

• Infrastructure along with border has to be improved – rail connectivity along with road 
connectivity has to be provided for quick mobilization. 

• Building of additional checkpoints and Border posts along major and minor trade routes 
connected with borders. 
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• Building of floating bridges, walls & electrical fences where there is high probability of 

infiltration. 

• Taking up of joint Border management with Countries like Myanmar, Bhutan and Nepal. 

• Improving healthcare, physical infrastructure and digital connectivity in villages around 
borders thus making them stakeholder in Border Management. 

• Madhav Godbole task force recommendations on border management need to be 
implemented. 

o It had recommended that the CRPF should be designated as the primary national 
level counterinsurgency force. This would enable the other central paramilitary 
forces like the BSF and Indo- Tibetan Border Police to return to their primary role 
of better border management. 

o It had also recommended that all paramilitary forces managing unsettled borders 
should operate directly under the control of the army and that there should be 
lateral induction from the army to the paramilitary forces so as to enhance their 
operational effectiveness. 

• The principle of ‘single point control’ must be followed if the borders are to be 
effectively managed. 

• The advances in surveillance technology, particularly satellite and aerial imagery, can help 
to maintain a constant vigil along the LAC and make it possible to reduce physical 
deployment. 

 
Conclusion: 
Keeping a strong vigil on its border is very important for any nation to check any kind of illegal 
activities or intrusion through them. For India, the task becomes difficult where terrain and 
climate is very complex across some of its border areas. Focussing on improved technology will 
help in making the task easier for the security forces and make its borders more secure. 
 

4. Terrorism and challenge to Human Rights: 
• South Asia has been impacted by the activities of terrorist organizations such as Al-Qaida and 

Lashkar-e-Taiba. The growing interlinkages between terrorist groups, cross-border 
operations, including financing networks, and the exploitation of modern technologies — 
means that no country can stay aloof from the effects of terrorism. 

o Loss of civilian life and uncertainty on the security of life is a gross human rights 
violation. 

• In 2017, terrorist attacks in conflict countries averaged 2.4 deaths, compared to 0.84 deaths in 
non-conflict countries. Terrorist attacks are more lethal on average in countries with 
a greater intensity of conflict. In 2017, countries in a state of war averaged 2.97 deaths per 
attack, compared to 1.36 in countries involved in a minor armed conflict. 

• Global Counter-Terrorism Strategy has witnessed little practical impact on the ground. A 
comprehensive convention will provide a strong legal basis for tackling terrorism. 

o Non-agreement on counter-terror strategy is a collective failure of nations in the 
realm of human rights. 

• There was no change in the five countries most impacted by terrorism, which include Iraq, 
Afghanistan, Nigeria, Syria and Pakistan. All of these countries have been ranked in the worst 
five every year since 2013. 

• Conflict continued to be the primary driver of terrorist activity for the countries most 
impacted by terrorism in 2017. 

• There are numerous possible reasons for this difference. Countries in conflict have a greater 
availability of more military-grade small arms and bomb-making capabilities. 

• Countries that are not in conflict tend to be more economically-developed and spend more on 
intelligence gathering, policing and counter-terrorism. This shows the importance of human 
rights in governance. 
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5. Bioterrorism 
• Bioterrorism or Biological Attack is the intentional release of viruses, bacteria, or other 

germs that can sicken or kill people, livestock or crops. They use microorganisms and natural 
toxins to produce disease in humans, animals, or plants. 

• The Covid-19 pandemic has exposed the vulnerability of several world powers in the event 
of use of biological weapons against them by rogue states and terrorist groups. 

 
Bio-Weapons: 

• Biological weapons can be derived from: bacteria, viruses, rickettsia, biological toxins and 
fungi. 

• These agents can be deployed as biological weapons when paired with a delivery system 
such as a missile or aerosol device. 

• Bacillus anthracis, the bacteria that causes anthrax, is one of the most likely agents to be 
used in a biological attack. 

• The most destructive bioterrorism scenario is the airborne dispersion of pathogens over a 
major population region. 

• Tropical agricultural pathogens or pests can be used as anticrop agents to hamper the food 
security worldwide. 

• It is a substantial threat because small amounts of biotic agents can be effortlessly hidden, 
transported and discharged into vulnerable populations. 

• It can impact and expose military and civilian susceptibilities to biological weapons and to 
the complexity of offering ample safeguards. 

• Bioweapons experts believe that currently bioterrorists probably lack the biotechnological 
capability to produce-super pathogens or super pests. 

 
Covid-19: Bioweapon or Not? 

• Novel-coronavirus is alleged to have originated in bats. 

• Some intelligence agencies claimed that the pandemic might have begun from the Wuhan 
lab in China after the researchers were probably able to figure out how bat coronaviruses 
could mutate to attack humans; but there is no proof that the pandemic virus was 
engineered or manipulated, yet. 

• In the Indian context, with the existence of hostile neighbours like Pakistan and China, the 
threat of biological warfare becomes important and cannot be ruled out entirely. 

 
Combating Bioterrorism: 

• The European Union (EU), Russia and China are finding ways to deter bioterrorism and 
biowarfare. The aim is to make it harder for terrorists to obtain the resources for designing 
biological weapons. 

• Intelligence Sharing & Rapid Detection 
o Global intelligence agencies should operate together and share credible intelligence. 
o Combining human resources, laboratory resources and information supervision in 

novel, legal and satisfactory ways that allow for timely detection and categorization of 
hazards. 

o Rapid detection and surveillance are important for an efficient response to a bioterror 
strike. 

• Pathogen Analysis 
o Speedy, uniform techniques that allow for the discovery of an extensive range of 

pathogens used as biological weapons in a measurable fashion. 
o Pathogens are a usual part of the environment and can complicate detection 

attempts. 

• Strengthening the Biological and Toxin Weapons Convention 
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o The Biological and Toxin Weapons Convention (BTWC) of 1972 prohibits signatory 

nations to develop, produce, stockpile or otherwise, acquire or retain: 
▪ Microbial or other biological agents or toxins whatever their origin or 

method of production, of 
▪ types and in quantities that have no justification for prophylactic, protective 

or other peaceful purposes. 
o There is no exact authentication method that can ensure compliance with the BTWC. 

Therefore, efforts must be made to strengthen the BTWC so that it helps to uncover 
and successfully prevent biological weapons programs. 

o India ratified and pledged to abide by its obligations in 2015. 

• Biodefense Systems 
o Upgrading and installing biodefense systems in major urban conglomerates to protect 

against deadly disease outbreaks initiated by bioterrorism. 
o During the Cold War, Soviet Union had set up several Biodefense systems across the 

country. 
o Developing and stockpiling vaccines and antimicrobial medicines that can be used to 

defend the people against infections triggered by biological weapons. 
o Coaching first responders on how to deal with a biological weapons attack. 
o Refining diagnostic laboratory capability and epidemiological capabilities. 

 
Way Forward 

• The studies conducted to assess the actual efficiency of counter bioterrorism measures 
are insufficient which needs to be changed. 

• It becomes important that engaged and methodical efforts in studying the efficiency of 
counter bioterrorism measures are applied in a meticulous way. 

• It should be taken into account that the implementation of some specific counter 
bioterrorism 
practices can possibly have consequences with respect to human rights, institutional 
liberties, fundamental democratic values and the Rule of Law. 

 

6. Terrorism Funding 
• Terrorism financing is the provision of funds or providing financial support to 

individual terrorists or non-state actors.  

• Terrorists and terrorist organizations often use any resource of money they can have access 
to in order to fund themselves. This can range from the distribution of narcotics and black 
market oil. ISIS is known to use black market oil distribution as a means of funding their 
terrorist activity. 

• The internet is a growing modern form of terrorist finance as it is able to protect the 
anonymity that it can provide to the donor and recipient.  

• Terrorist organizations use propaganda in order to rally up financial support from those 
who follow them. The funds may also come from an illegal source but appear to come from a 
legal source, through money laundering.  

• Most countries have implemented measures to counter terrorism financing (CTF) often as 
part of their money laundering laws.  

• The Financial Action Task Force on Money Laundering (FATF) has made recommendations to 
members relating to CTF. It has created a Blacklist and Greylist of countries that have not 
taken adequate CTF action. 

 

7. Terrorism Measures- Institutional and Legal Framework 
• India has been consistently working towards fighting the menace of terrorism at both global 

and national front, thus adopting certain measures at policy level.  
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• At international level, India has proposed Comprehensive Convention on International 

Terrorism (CCIT) at United Nations General Assembly which is under negotiation. Upon its 
adoption, the convention would provide legal basis for criminalizing all terrorist activities.  

o No international convention exists, that determines intelligence and evidence sharing, 
extradition of accused persons hiding outside national territory. 

o This needs to be finalized at the earliest. 

• India has also voted in favour of Resolution 34/8 of the Human Rights Council on ‘Effects of 
terrorism on the enjoyment of all human rights’.  

• At national level, India has formulated and implemented many laws. Some of them are 
Unlawful Activities (Prevention) Act, 1967 Prevention of Terrorism Act, 2002 etc. 

• A Central Scheme titled Central Scheme for Assistance to Civilian Victims of Terrorist/ 
Communal/Left Wing Extremist (LWE), Cross Border Firing and Mine/IED blasts on Indian 
Territory has been formulated. 

 
National Security Guard (NSG): National Security Guard was raised in 1984, following Operation 
Blue Star and the assassination of Indira Gandhi, “for combating terrorist activities with a view to 
protect States against internal disturbances”. The primary role of this Force is to combat terrorism 
in whatever form it may assume in areas where activity of terrorists assumes serious proportions, 
and the State Police and other Central Police Forces cannot cope up with the situation.  
 
Money laundering and terrorism financing are often linked. When law enforcement is able to 
detect and prevent money laundering activities, it may also be preventing those funds from being 
used to finance acts of terror.  
 
Financial Action Task Force (FATF): 

• Combating the Financing of Terrorism (CFT) policies largely originate and are modeled upon 
the report Forty Recommendations, which was published by the Financial Action Task 
Force (FATF). 

• FATF works to combat money laundering and the financing of terrorism through creating 
standardized processes to stop threats to the international financial system. It seeks to 
increase acceptance of anti-money laundering regulations across the globe. Eg: Pakistan is on 
greylist for two years. 

• Following the FATF, world organizations, international financial institutions, and many 
national governments have pursued CFT initiatives and policies.  

• The FATF also collects and shares information about trends in money laundering and 
terrorism financing and works closely with the International Monetary Fund (IMF), the World 
Bank, and the United Nations. 

 
Steps needed to curb terrorism 

• A comprehensive and multidimensional strategy for the “War on Terror” must 
involve an integrated view of the strategic military and economic domains, among 
others.  

• Financial institutions play an important role in combating the financing of terrorism because 
terrorists often rely on them, especially banks, to transfer money. Laws that require banks to 
perform due diligence on their customers and to report suspicious transactions can help 
prevent terrorism. 

• Intelligence sharing: As terrorism is taking global form, intelligence sharing among countries 
is critical in preventing or minimizing the terror attacks. Eg: Easter attack possibility was 
shared by India to Sri Lanka, though it was not acted upon. 

• Global cooperation on extremist content: Christchurch Call of Action outlined voluntary 
commitments from governments, ISPs to address issue of violent extremist content online. 
India is a signatory to this plan 
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• Global sanctions against nations that are State sponsors of terrorism. Eg: UNSC must come up 

with stringent sanctions against nations. 

• Addressing UN High-Level conference on Heads of Counter Terrorism, India extended a five-
point formula –  

o Exchange of timely and actionable intelligence.  
o Prevention of misuse of modern communication through collaboration with the 

private sector.  
o Building capacities for improved border controls.  
o Sharing of info related to the movement of passengers.  
o Designation of Counter-Terror focal points to fight global terror.  

• In addition, there should be a concerted effort from the countries affected by the scourge of 
terrorism to pressurize countries who engage in state-sponsored terrorism.  

• It is necessary for countries fighting terrorism to learn more closely from their differences, 
rather than try to generalise from experience.  

• The success or failure of each of these approaches must be studied & applied to smaller 
countries suffering from global terrorism based on applicability.  

• United Nations must become the global Centre to fight global terrorism. 

• The complete implementation of UN Global Counter-Terrorism Coordination Compact that 
was agreed upon in 2018.  

• Intelligence sharing between countries needs to be strengthened and countries currently not 
affected by global terrorism need to take the threat seriously.  

 
Conclusion: 

• Terrorism is a complex, non-static phenomenon. Its associated motivations, financing and 
support mechanisms, methods of attack and choice of targets are often evolving, thereby 
compounding the challenges of ensuring the existence of an effective strategy to counter it. In 
this situation global cooperation is of paramount importance. 

• India should play a proactive role to neutralize any threat of terrorism. There is a need for 
the world to join hands and take concrete multilateral initiatives to ensure that terror groups 
are dealt with a heavy hand. Accepting and ratifying the Comprehensive Convention on 
International Terrorism (CCIT) proposed by India would be good first step. 

 
 
 
 
  

http://www.insightsonindia.com/


 

www.insightsonindia.com                                                       71                                                                             InsightsIAS                      

INSTA MAINS 2022 EXCLUSIVE (INTERNAL SECURITY) 

NOTES 
Coastal Security 

 

1. India's Maritime Grand Strategy 
• The legendary military theorist, Sun Tzu, once said that the critical element in battle was 

foreknowledge, but that it “could not be elicited from spirits, nor from gods, nor by analogy 
with past events, nor from calculations”. 

• The foreknowledge could only be gathered with specialised tools and by men who knew the 
enemy well. 

• A prior reading of the adversary and the theatre of battle, could decisively shift the balance of 
fortune in war. 

 
Nature of the enemy at sea 

• Today, the enemy at sea is often unrecognisable — a terrorist, a pirate, a criminal or a sea 
robber.  

• Indian maritime planners have been wary of the possibility of a greater Chinese presence in 
the eastern littorals. 

 
Indian Navy’s Initiatives 

• Of late, the Indian Navy has been on a drive to improve domain awareness in the Indian 
Ocean. 

• The Navy is seeking to expand India’s surveillance footprint by setting up radar stations in 
the Maldives, Myanmar and Bangladesh. 

• The Indian Navy’s efforts seem focused primarily on monitoring Chinese activity in the Eastern 
Indian Ocean. 

• In recent months, Indian naval ships have patrolled the Andaman Seas and eastern 
chokepoints to deter any maritime adventurism by Beijing. 

• India has moved to expand its underwater detection capabilities in the Eastern chokepoints. 

• Navy’s coverage of the Bay of Bengal littoral is already considerable. 

• Indian Navy’s Information Fusion Centre for Indian Ocean Region (IFC-IOR) was established 
in 2018 to effectively keep track of the shipping traffic as well as other critical developments 
in the IOR under a collaborative framework with like-minded countries. 

 
Maritime grand strategy 

• New Delhi’s excessive focus on the continental sphere since Independence has not yielded 
great returns in terms of secure borders, healthy relations with its neighbours or deterrence 
stability vis-à-vis adversaries. 

• It is time for India to change its grand strategic approach — by shifting its focus from the 
continental sphere to the maritime sphere. 

• The work in this direction, both ideational and practical, needs to be fast-tracked to keep pace 
with the emerging realities and to make use of new opportunities. 

• The Ministry of External Affairs (MEA) established a new division to deal with the Indo-Pacific 
in April 2019. 

• Unlike in the continental sphere, there is a growing great power interest in the maritime 
sphere, especially with the arrival of the concept of ‘Indo-Pacific’.  

• The maritime space is a lot more important to China than engaging in land grab attempts in 
the Himalayas, due to the massive Chinese trade that happens via the Oceanic routes. 

• Therefore, it is high time New Delhi shifted its almost exclusive focus from the continental 
space to the maritime space. 

 
Concerns / Challenges 
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• There is concern among maritime watchers that the People’s Liberation Army Navy (PLAN) 

may be poised to develop a generation of quieter submarines that would be hard to detect in 
the near-seas.  

• Analysts fear that the next generation of PLAN nuclear submarines could be stealthier than 
ever, capable of beating adversary surveillance. 

• There are apprehensions that China may already be mapping the undersea terrain in the 
approaches to the Indian Ocean Region. 

• While cooperative information sharing allows for a joint evaluation of threats, countries do 
not always share vital information timeously.  

 
Way Forward 

• Law enforcement agencies need to be a lot more vigilant on high-grade sensors and 
communication networks that observe and track suspicious movements, sharing information 
in real time.  

• This state of enhanced consciousness is described as maritime domain awareness. 

• Indian decision makers must recognise the need for cooperative tools to fight transnational 
crime in the littorals. 

• Efforts to help smaller island states build capacity to combat regional threats. 

• India must ensure seamless information flow, generating operational synergy with partners, 
and aim to expand collaborative endeavours in shared spaces.  

• New Delhi must ideate on the current and future maritime challenges, consolidate its 
military and non-military tools, engage its strategic partners, and publish a comprehensive 
vision document on the Indo-Pacific. 

 

2. Indian Ocean Region (IOR) 
The IOR accounts for more than two-thirds of the world’s oil shipments. One-third of bulk cargo 
and more than half of container traffic pass through it. The safety of these sea routes is not only 
directly connected to our economic interests, but it also establishes India as a net security 
provider in the IOR. 
With challenges such as piracy, aggressive China’s String of Pearls, terror threats like Mumbai 
attack and disasters, there is growing need for a stable IOR with India at its helm. Towards this 
end, India has been actively participating in IOR in various aspects. 
 
Growing instability and security issues in IOR 

• The Indian Ocean is an area of conflict. Some conflicts are internal and remain localised, but 
other local and regional conflicts are of global significance and are prone to foreign political 
and military interference. 

o Some notable conflict areas are Israel and Palestine, Iraq, Sudan, Afghanistan, 
Somalia, Sri Lanka and Pakistan. 

• Though the causes of these conflicts vary, many can be associated with weak or failed states, 
significant levels of poverty, poorly developed institutions, the absence of democracy, 
corruption, competition for scarce resources, interference by foreign powers, the global war 
on terror and what can be termed ‘turbulence’ in the Islamic world. 

• The region is home to continually evolving strategic developments including the competing 
rises of China and India, potential nuclear confrontation between India and Pakistan, the US 
interventions in Iraq and Afghanistan, Islamist terrorism, growing incidence of piracy in and 
around the Horn of Africa, and management of diminishing fishery resources. 

o Almost all the world’s major powers have deployed substantial military forces in 
the Indian Ocean region. 

• The US 5th Fleet is headquartered in Bahrain, and uses the island of Diego Garcia as a major 
air naval base and logistics hub for its Indian Ocean operations. 

o France maintains a significant presence in the north and southwest Indian Ocean 
quadrants, with naval bases in Djibouti, Reunion, and Abu Dhabi. 
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India’s response in IOR and multiple initiatives 

• Security and Growth for All (SAGAR) Policy: India’s SAGAR policy is an integrated regional 
framework, unveiled by Indian Prime Minister during a visit to Mauritius in March 2015. The 
pillars of SAGAR are: 

o The primary responsibility for peace, stability and prosperity in the IOR would be 
on those “who live in this region”. 

• Indian Ocean Rim Association (IORA): The aim of IOR-ARC is to open the region based on four 
major components: trade liberalisation, trade and investment facilitation, economic and 
technical cooperation, and trade and investment dialogue. 

• The ‘Indian Ocean Naval Symposium’ (IONS): IONS is a voluntary initiative that seeks to 
increase maritime co-operation among navies of the littoral states of the Indian Ocean 
Region. 

• Indian Ocean Commission (COI): The COI is an intergovernmental organisation created in 
1984 with the Comoros, Madagascar, Mauritius, France and the Seychelles as members. 

• India is working on a range of projects to improve maritime logistics in Sri Lanka, Maldives, 
Mauritius and Seychelles. 

 
Conclusion 
Indian occupies a central and strategic location in the Indian Ocean area. Its national and 
economic interests are inseparably linked up with Indian Ocean. Hence to keep the Indian Ocean 
as a zone of Peace free from superpower rivalry and increasing cooperation among littoral 
countries in the region has always been India’s foreign Policy’s goal for example Look East policy, 
Indian Ocean Rim Association for Regional Cooperation, BIMSTEC and Ganga-Mekong 
Cooperation etc. 
 

3. Maritime Security 
• With a coastline of over 7500 KM, Maritime security is an important aspect of national 

security for India.  

• The Government of India is implementing Coastal Security Scheme, in phases, to strengthen 
security of coastal areas against sea borne threats. The Coastal Security Scheme aims to 
augment the capabilities of police force of coastal states and UTs for patrolling and 
surveillance in territorial waters especially shallow waters close to the coast.  

 

• India also has growing strategic interest due to its strong economic and political relations with 
Southeast Asian countries coupled with concerns about the safety of the sea lanes. At the 
2018 Shangri-La Dialogue Prime Minister Narendra Modi outlined the vision for free, open, 
inclusive and rules-based Indo-Pacific region which was universally welcomed.  

• Later at the 14th East Asia Summit (EAS) in 2019, Prime Minister Modi announced the Indo-
Pacific Oceans Initiative or IPOI as practical implementation of this shared Vision for the Indo-
Pacific with a focus on collaborative effort to better manage, conserve, sustain and secure this 
maritime domain.  

 
Shift from continental strategies to the maritime sphere: 
A paradigm shift from continental strategies to maritime strategy is needed because of the 
following reasons: 

• Unlike in the continental sphere where India seems to be hemmed in by China-Pakistan 
collusion, the maritime sphere is wide open to India to undertake coalition building, rule 
setting, and other forms of strategic exploration. 

• Unlike in the continental sphere, there is a growing great power interest in the maritime 
sphere, especially with the arrival of the concept of ‘Indo-Pacific’.  
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• The situation in the maritime sphere is the exact opposite: great powers remain ever more 

interested in the maritime sphere and this interest has grown substantially since the coinage 
of Indo-Pacific.  

• Beijing’s bullying behaviour in the South China Sea in particular and the region in general has 
generated a great deal of willingness among the Euro-American powers and the countries of 
the region, including Australia and Japan, to push back Chinese unilateralism. This provides 
New Delhi with a unique opportunity to enhance its influence and potentially checkmate the 
Chinese ambitions in the region. 

• The maritime space is a lot more important to China than engaging in opportunistic land grab 
attempts in the Himalayas, thanks to the massive Chinese trade that happens via the Oceanic 
routes and the complex geopolitics around the maritime chokepoints which can potentially 
disrupt that trade. 

• Organization like the Bay of Bengal Initiative for Multi Sectoral Technical and Economic 
Cooperation (BIMSTEC) may provide equal leverage as a key transit route between the Indian 
and the Pacific Oceans, placed at the intersection of the Chinese and the Indian strategic 
interests, thereby fuelling India’s Act East Policy as well as deeper integration with ASEAN 
equally. 

• It is only through a renewed geopolitical scenario that India would be able to make its mark in 
the new vision of the global maritime outlook. 

 
Importance of Indian Ocean for India: 

• Securing Sea lanes of Communication: In the Indian Ocean, three major Sea Lanes Of 
Communication (SLOCS) play a crucial role in the energy security and economic prosperity: 

• SLOC connecting the Red Sea to the Indian Ocean through the Bab al-Mandab (that transports 
the bulk of Asia’s international trade with its major trading partners in Europe and America), 

• SLOC connecting the Persian Gulf to the Indian Ocean through the Strait of 
Hormuz (transporting the bulk of energy exports to major import destinations like 
India, ASEAN, and East Asia), 

• SLOC connecting the Indian and Pacific Oceans through the Straits of Malacca (integral to the 
smooth flow of trade with ASEAN, East Asia, Russia’s Far East and the US). 

• The Indian Ocean region transports 75% of the world’s maritime trade and 50% of daily global 
oil consumption. 

 
Other Advantages of having a robust maritime strategy: 

• Protection from sea-based threats to India’s territorial integrity. 

• Ensuring Stability in India’s maritime neighbourhood. 

• Creation, development, and sustenance of a ‘Blue’ Economy, incorporating 

• The preservation, promotion, pursuit and protection of offshore infrastructure and maritime 
resources within and beyond the Maritime Zones of India (MZI). 

• The promotion, protection and safety of India’s overseas and coastal seaborne trade and her 
Sea Lines of Communication (SLOCs), and, the ports that constitute the nodes of this trade; 
and Support to marine scientific research, including that in Antarctica and the Arctic. 

• The provision of holistic maritime security — i.e., freedom from threats arising ‘in’ or ‘from’ 
the sea. 

• Provision of support succour and extrication-options to the Indian Diaspora. 

• Obtaining and retaining a regionally favourable geostrategic maritime-position. 
 
Conclusion: 

• India’s maritime security challenges and opportunities are both complex and varied. 

• There is much merit in India formulating and executing a maritime strategy that is focussed 
upon attaining the objectives arising from a detailed analysis of the country’s principal 
maritime interests. 
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• This ‘interests-based approach’ should be at the heart of India’s maritime strategy, wherein 

India recognizes — and leads regional recognition — that the geo-economic goals that the 
country seeks to achieve in this century are increasingly referenced to the maritime domain. 

 

4. Project 75-I 
Project 75-I envisages indigenous construction of submarines equipped with the state-of-the-art 
Air Independent Propulsion system at an estimated cost of Rs. 43,000 crores. Project 75 (I), 
approved in 2007, is part of the Indian Navy’s 30-year Plan for indigenous submarine construction. 
It will be the first under the strategic partnership model which was promulgated in 2017 to boost 
indigenous defence manufacturing. 
 
About Project 75-I 

• The Project 75I-class submarine is a follow-on of the Project 75 Kalvari-class submarines for 
the Indian Navy. 

• Under this project, the Indian Navy intends to acquire six diesel-electric submarines, which 
will also feature advanced Air-independent propulsion (AIP) systems to enable them to stay 
submerged for longer duration and substantially increase their operational range. 

• The Project 75I-class submarines will have a vertical launch system (VLS) to enable them to 
carry multiple Brahmos supersonic cruise missiles, making the submarines fully capable of 
anti-surface and anti-ship warfare missions. 

 
Importance of project 75-I to Indian navy 

• Mammoth ‘Make in India’ project: It will serve to facilitate faster and more significant 
absorption of technology and create a tiered industrial ecosystem for submarine construction 
in India. 

• Self-reliance especially in volatile neighbourhood: From a strategic perspective, this will help 
reduce current dependence on imports and gradually ensure greater self-reliance and 
dependability of supplies from indigenous sources. 

• To Protect Indo-Pacific: This is keeping in mind the rapid increase of nuclear submarine 
arsenal by People’s Liberation Army Navy (PLAN) (CHINA) and to protect the Indo-Pacific from 
future domination by the adversary. 

• Defence capabilities and exports: The long-term vision is to promote India as a 
manufacturing hub for defence equipment through the transfer of niche technologies and 
higher Indigenous Content thereby enhancing self-sufficiency for meeting the future 
requirements of the Armed Forces. 

 
Various bottlenecks to India having a state-of-the-art submarine-building facility 

• Air propulsion system: A major issue of contention in Project 75-I appears to be the 
installation of an air independent propulsion system (AIP) on these vessels. Since conventional 
submarines are propelled underwater by electric-power, battery endurance remains a major 
limitation. 

o While protracted negotiations between the MoD and the French Naval Group 
were underway, none of the AIP systems had been fully proven. 

• Delays in implementation: Delays in decision-making stalled the 30-year plan, and since 
1999, the navy’s submarine fleet has been seeing rapid obsolescence and steady depletion of 
force-levels. 

o The 2005 contract for building six French Scorpene Class submarines under 
license from MDL served merely as a palliative measure, but even this programme 
saw huge delays over contractual issues. 

• Allegations of corruption: MDL has faced corruption allegation which hindered indigenous 
submarine building. 

• Non-deliverance of contracts: The sixth and last submarine of the Scorpene class was 
launched in April 2022, a full 17 years after signing of the contract. 
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• Lack of Highly-skilled workers: MDL, having launched the last of the Scorpenes, will start 

running down its state-of-the-art submarine-building facility, losing expertise and highly 
skilled workers. 

 
Conclusion 
A practical way forward is for one of the strategic partners and DRDO to jointly seek a foreign 
collaborator for P-75I who will install the indigenous AIP on the selected submarine and conduct 
collaborative trials. Once proven at sea, the indigenous AIP could be installed in all new subs and 
retrofitted in the old ones. 
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Border Disputes 

 

1. Border Management 
India has one of the longest and most varied of international borders. Historical and political 
reasons have left India with an artificial unnatural border. Border Management is an integral 
approach towards borders in which along with security enhancement, infrastructure & human 
development is undertaken.  
 
India has had to deal with numerous challenges with respect to border management such as: 

• Porous borders: International borders with Pakistan and Bangladesh run through diverse 
terrain including deserts, marshes, plains and mountains. This porosity of borders facilitates 
various illegal activities such as smuggling, trafficking of humans, drugs and arms and 
infiltration. 

• Contested International borders: History of mistrust and constant border skirmishes with 
Pakistan along line of control (LOC) makes India highly susceptible to cross-border terrorism. 
Similarly, India’s border with Myanmar is threatened by several insurgent groups that have 
found sanctuaries in jungles along the border. Political boundary issues of “enclaves and 
adverse possessions” in Bangladesh have resulted in political sensitivity along the entire 
eastern border. 

• Inefficiency in Border management: Indian borders continue to be guarded by military and 
police forces that report to different ministries in the Centre and states, making the border 
management task arduous and leading to duplication of efforts by the security forces. 

• Lack of critical infrastructure: Critical infrastructure such as observation towers, bunkers, 
Border Flood Lights etc. are lacking in many border areas which also prevent deployment of 
hi-tech equipment. 

• Poor intelligence and resource efficiency: Security forces are ill-equipped to handle border 
management given poor intelligence capabilities and severe resource deficiency. 

• Ethnic conflicts and separatist movements: The situation has worsened due to the changed 
demographic profile of many Border States and shift in ethnic balance of communities as a 
result of illegal migration. 

• Over-population in the border areas: Density of population in the border areas at some 
places is approximately 700-800 persons per square km on the Indian side and about 1,000 
persons on the Bangladesh side. 

• Political instability and disorder in its periphery impacts India’s security directly or indirectly. 
Proxy war between India and Pakistan adds to this security risk. 

 
The implications on the internal security due to the above challenges of border management is 
marked by 

• increased cross-border terrorism 

• infiltration and ex-filtration of armed militants 

• emergence of non-state actors 

• nexus between narcotics traffickers and arms smugglers 

• left-wing extremism 

• fake Indian Currency network 

• separatist movements aided and abetted by external powers 

• illegal cattle trade 
 
Is a single agency managing all its borders a good idea 

• In India, we have unwieldy arrangements. As a result, there is a lack of a coherent policy on 
training, planning and the conduct of guarding operations among various outfits. Overall 
coordination is also affected. 

• India needs a single security agency adequately equipped, suitably armed and trained in 
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advanced military drills and sub-unit tactics to guard our borders. 

• The manpower and infrastructure should be created by pooling and merging the resources of 
the CAPF and Assam Rifles. 

• It augments the battle efficiency, a fixed percentage of manpower, including the officer cadre, 
should be drawn on deputation from the army. 

• It could have the explicit mandate to effectively retaliate against cross-border transgressions 
and stabilise the situation till the operations are taken over by the armed forces. 

 
However, entire border management under a single agency has its own drawbacks 

• It would reduce the niche skills of the various forces currently managing the various borders. 

• The borders themselves have a huge diversity which could pose huge investment risks on 
training all soldiers in all types of terrain. 

• Further, with more localites getting associated with the forces in the region, its easier for 
them to adapt to the environs quickly. 

• It could lead to centralization of powers and thus leading to unnecessary redtapism. 
 
Way forward: 

• Infrastructure along with border has to be improved – rail connectivity along with road 
connectivity has to be provided for quick mobilization. 

• Building of additional checkpoints and Border posts along major and minor trade routes 
connected with borders 

• Building of floating bridges, walls & electrical fences where there is high probability of 
infiltration. 

• Taking up of joint Border management with Countries like Myanmar, Bhutan and Nepal. 

• Improving healthcare, physical infrastructure and digital connectivity in villages around 
borders thus making them stakeholder in Border Management. 

• Madhav Godbole task force recommendations on border management need to be 
implemented. 

• It had recommended that the CRPF should be designated as the primary national level 
counter-insurgency force. This would enable the other central paramilitary forces like the BSF 
and Indo-Tibetan Border Police to return to their primary role of better border management. 

• It had also recommended that all paramilitary forces managing unsettled borders should 
operate directly under the control of the army and that there should be lateral induction 
from the army to the paramilitary forces so as to enhance their operational effectiveness. 

• The principle of ‘single point control’ must be followed if the borders are to be effectively 
managed. 

• The advances in surveillance technology, particularly satellite and aerial imagery, can help 
to maintain a constant vigil along the LAC and make it possible to reduce physical 
deployment. 

 
Conclusion: 
Keeping a strong vigil on its border is very important for any nation to check any kind of illegal 
activities or intrusion through them. For India, the task becomes difficult where terrain and 
climate is very complex across some of its border areas. Focussing on improved technology will 
help in making the task easier for the security forces and make its borders more secure. 
 

2. Line of Actual Control (LAC) 
The Indian Army has said that to prevent smaller incidents from escalating, the Indian Army and 
the Chinese People’s Liberation Army are in regular contact through the hotlines along the Line of 
Actual Control (LAC), and the practice of ‘body pushing’ has been stopped.  
 
What's the present status?  
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China’s mobilisations along the Line of Actual Control (LAC) in May 2020 sparked a crisis that, two 
years on, still remains unresolved.  

• The 2020 crisis served as a “wake-up call” and there was “greater focus” on dealing with the 
threat along the northern borders.  

In 2017, India and China were locked in a 73-day-long military standoff at Doklam, at the Bhutan-
China-India trijunction.  
 
What's the bigger picture?  

• The two countries have fought only one war, in 1962.  

• But simmering tensions involve the risk of escalation - and that can be devastating given both 
sides are established nuclear powers. There would also be an economic fallout as China is one 
of India's biggest trading partners.  

• The military stand-off is mirrored by growing political tension, which has strained ties 
between India and China.  

• Observers say talks are the only way forward because both countries have much to lose.  
 
India's approach henceforth:  

• India has developed strategic patience as it is negotiating from a position of assertiveness to 
resolve the two-year standoff in eastern Ladakh.  

• India wants forces to step back, to de-escalate, but there is a difference of perception on how 
that should be done.  

• Regular hotline exchanges will be carried out.  

• The force deployment and equipment deployment is calibrated in nature.  
 
India- China Border and the evolution of LAC:  

• India and China share a 3,488 km long boundary. Unfortunately, the entire boundary is 
disputed. The line, which delineates the boundary between the two countries, is popularly 
called the McMahon line, after its author Sir Henry McMahon.  

• In 1913, the British-India government had called a tripartite conference, in which the 
boundary between India and Tibet was formalized after a discussion between the Indian and 
the Tibetans. A Convention was adopted, which resulted in the delimitation of the Indo-
Tibetan boundary. This boundary is, however, disputed by China which terms it as illegal.  

• In 1957, China occupied Aksai Chin and built a road through it. This episode was followed by 
intermittent clashes along the border, which finally culminated in the border war of 1962.  

• The boundary, which came into existence after the war, came to be known as Line of Actual 
Control (LAC). It is a military held line.  

 

3. Major upgrade for India infrastructure along LAC 
According to the report of the department-related parliamentary standing committee on home 
affairs:  
● The infrastructure on the Indo-China border is undergoing a major upgrade, more so in the 

aftermath of the border row that led to skirmishes with the Chinese troops in Galwan in 2020.  
● Under the vibrant village initiative under the border area development programme, 

development will be pushed in the border villages by building roads, mobile towers, banks 
etc.  

 
Why is infrastructure development along the LAC significant?  
Latest border tensions with China at multiple points along the Line of Actual Control (LAC) are 
more serious than past incidents, indicating China’s planning and the likelihood of a protracted 
stand-off.  
● Therefore, the creation of infrastructure “would help integrate these areas with the 

hinterland, create a positive perception of care by the country and encourage people to stay 
on in the border areas leading to safe and secure borders”.  
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The Border Area Development 
Programme (BADP):  
● The BADP was launched by the 

Ministry of Home Affairs in 1986-
87 as part of a comprehensive 
approach to Border Management.  

● It was initiated for ensuring 
balanced development of border 
areas through development of 
infrastructure and promotion of a 
sense of security among the 
border population.  

 

4. Galwan clash 
• India and China share a border that is more than 3,440km (2,100 miles) long and have 

overlapping territorial claims. 

• In 2020, Indian and Chinese armies were locked in a tense stand-off at three points along the 
Line of Actual Control — the Galwan River Valley, Hot Springs area and the Pangong Lake  

• Even as India and China were engaged in military-level talks and in controlled 
engagement, there was a violent face-off between the army troops of both sides 
at Galwan Valley in Eastern Ladakh region. 

 
The strategic importance of Galwan River Valley (GRV): 

• The Galwan River is the highest ridgeline and it allows the Chinese to dominate the Shyok 
route passes, which is close to the river. 

• It lies along the western sector of the LAC and close to Aksai Chin, a disputed area claimed by 
India but controlled by China. 

 
Why tensions suddenly rose in this area? 

• India is trying to construct a feeder road emanating from Darbuk-Shyok Village – Daulat Beg 
Odi road (DS-DBO road). 

• This road runs along the Shyok River and is the most critical line of communications close to 
LAC. 

• Hence, Chinese were keen on controlling this area as they fear that the Indian side could end 
up threatening their position on the Aksai Chin plateau by using the river valley. 

 
What actions has China taken since this event? 

• PLA has built additional accommodation in the depth 
areas along the LAC on its side and is preparing for 
establishing a long haul presence in the area 

• Troops are being rotated in these areas by the Chinese 

• China is also intensifying construction work behind the 
main confrontation points in the Aksai Chin 

• Small arms exercise was conducted by the PLA in Tibet. 
In this exercise, PLA soldiers were trained in anti-tank 
rocket launchers, grenade launchers, anti-aircraft 
machine guns and other weapons     

• Reports have also indicated that China has deployed a long-range rocket artillery in the 
border region at an altitude of 5200 m 
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5. Changing nature of warfare 
Modern war is multifaceted and includes military warfare, a cyberwar, an information war and 
also economic war, which could cover energy supplies. External support and assistance, however 
generous, will be inadequate for victory. Our deficiencies are visible in India’s import bills that 
range from military hardware, combat aircraft, parts and inputs for local production to energy and 
technology. The answer lies in atmanirbharta (self-reliance), be it for logistical infrastructure 
including railroads, ports, airports and information highways, et al, or the issue of energy 
sufficiency. 
 
Vulnerabilities in India that can affect its security due to warfare 

• Dependence on defence equipment: India remained the world’s second-largest arms 
importer during 2015-19, with Russia as its largest supplier. 

o Although Russia’s share of the Indian weapons market has declined from 72% to 
56%, it is still a significant amount. 

o Current war on Ukraine and sanctions against Russia may make defence relations 
difficult for India. 

• Hostile neighbourhood: India is surrounded by hostile neighbours in the north like China, 
Pakistan and Taliban ruled Afghanistan. 

• AI and cyber warfare: There are a limited understanding of key questions like- What kind of AI 
do we want? How much autonomy should be given to the machines on the battlefield? Etc. 

• Disinformation and fake news: An adversary can create a parallel reality and use falsehoods 
to fuel social fragmentation. The idea behind this is to disorient the public and make it difficult 
for a government to seek public approval for a given policy or operation 

o For instance, Facebook took a hammering over Russia’s interference in the 2016 
U.S. election. It conceded the following year that up to 10 million Americans had 
seen advertisements purchased by a Russian agency. 

o For example, Russia’s use of gas and lending instruments in the Ukrainian 
conflict. 

• Space warfare: Rapid developments in space technology: Emergence of micro and nano 
satellites, higher maneuvering capabilities among satellites, satellite jammers, compact spy 
satellites, improved cyber infrastructure etc. have significantly enhanced capacity of a nation 
to partake in offensive and defensive space operations. 

o India has Anti-Sat and such capabilities but it is nowhere near to USA or China. 

• India has been at the receiving end of variants of Hybrid Warfare. 
o Firstly, from Pakistan in the form of state sponsored terrorism and the other 

through cyber-threats from China 

• New forms of terrorist attacks: The idea of Hybrid Warfare encourages new forms of 
terrorist attacks such as ‘lone-wolf’ attacks and creation of ‘sleeper cells’. These attacks are 
extremely difficult to detect and, in most cases, the financial and ideological source remains 
anonymous. 

o Adversary could also act on the lines of radicalization of the population, which 
leads to issues like Communalism, Naxalism and Separatism in the long run. 

 
Securing against such vulnerabilities 

• Institutional measures are needed to keep vulnerabilities in check and estimate possible 
hybrid threats. 

• Conduct a self-assessment of critical functions and vulnerabilities across all sectors and 
ensure regular maintenance. 

o For example, regularly upgrading critical Fintech systems in the country. 

• Enhance traditional threat assessment activity to include non-conventional political, 
economic, civil, international (PECI) tools and capabilities. 

• Creation of multinational frameworks preferably using existing institutions and processes – in 
order to facilitate cooperation and collaboration across borders. 
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• Training of armed forces in hybrid warfare, armed forces have a dual role of protecting 

civilian population and disabling enemy. 
o Training in special battle techniques, as well as conditioning to overcome urban 

combat stress. 
o Training in use of technological tools such as smart robots, Unmanned Aerial 

Vehicles (UAVs). 
o Intelligence tools like Real Time Situational Awareness (RTSA) for precise 

operations. 

• Strengthening the democratic institutions enables government to gain trust of its citizens. 
o This helps government negate various forms of hybrid warfare such as 

disinformation and radicalization. 
o Inclusion of Civil Society Institutions such as think tanks multiply the 

government’s capabilities to counter such threats. 

• Investing in Journalism to raise media literacy: Global research shows that 70 percent of uses 
of the term “hybrid threats” by the media are inaccurate. As a result, investing in journalism 
will indirectly help citizens in understanding the threat. 

 
Conclusion 
India must become self-reliant with robust backing of technology. This will secure our borders and 
frontiers both visible and invisible against intruders. Our foreign policy must be aligned with our 
national interest and India is rightly doing so in the current geopolitical turmoil. 
 

6. Arunachal Pradesh - Assam border dispute 
Arunachal Pradesh Chief Minister and his Assam counterpart have decided to form district-level 
committees for settling their inter-state boundary disputes.  
● Recently, the Union government gave the seal of approval to an agreement to partially 

resolve the disputed sectors on the Assam-Meghalaya border.  
 
Genesis of Assam - Arunachal Pradesh border dispute:  
● Assam has had boundary disputes with all the north-eastern States that were carved out of it.  
● Arunachal Pradesh and Mizoram were separated from Assam as Union Territories in 1972 and 

as States in 1987.  
● None of the new States accepted the “constitutional boundary” that they said was dictated by 

the partisan administration of undivided Assam without consulting the tribal stakeholders.  
● The issue with Arunachal Pradesh has more to do with a 1951 report prepared by a sub-

committee headed by Assam’s first Chief Minister, Gopinath Bordoloi.  
 
The dispute:  
Arunachal Pradesh and Assam have disputes at about 1,200 points along their 804 km boundary.  
 
Efforts to resolve the dispute:  
The apex court appointed a local boundary commission in 2006 headed by one of its retired 
judges.  
● In its September 2014 report, this commission recommended that Arunachal Pradesh should 

get back some of the areas transferred in 1951 besides advising both the States to find a 
middle path through discussions. This did not work out.  

 

7. Assam-Meghalaya border dispute 
Assam and Meghalaya have partially resolved a 50-year-old border dispute in six of the 12 sectors 
along their 885-km boundary.  
● Both states signed a “historic” agreement for a closure in six disputed sectors that were taken 

up for resolution in the first phase.  
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What's the dispute?  
Assam and Meghalaya share an 885-km-long border. Meghalaya was carved out of Assam under 
the Assam Reorganisation Act, 1971, a law that it challenged, leading to disputes.  
 
Efforts to solve the dispute:  
● Both Assam and Meghalaya have constituted border dispute settlement committees.  
● Recently, Assam Chief Minister Himanta Biswa Sarma and his Meghalaya counterpart Conrad 

Sangma decided to set up two regional committees to resolve the border disputes in a 
phased manner.  

● Sarma recently said five aspects were to be considered in resolving the border dispute. They 
are historical facts, ethnicity, administrative convenience, mood and sentiments of the people 
concerned and the contiguity of the land.  

 
Assam and border issues:  
● The states of the Northeast were largely carved out of Assam, which has border disputes with 

several states. Assam's border disputes with Arunachal Pradesh and Nagaland are pending in 
the Supreme Court.  

● Assam's border disputes with Meghalaya and Mizoram are currently in the phase of resolution 
through negotiations. The border dispute with Mizoram recently turned violent, leading to 
intervention from the Centre.  

 

8. Assam, Mizoram border dispute 
Origins of the dispute:  
The two States share a 164.6-km volatile border and the conflict is 
decades-old.  
At the center of the dispute are two notifications- 1875 and 
1993:  
● Mizoram claims that the land is theirs is based on an 1875 

notification, which came from the Bengal Eastern Frontier 
Regulation Act of 1873.  

● Assam claims that the land is theirs based on a 1933 
notification that demarcated the Lushai Hills, which Mizoram 
was formerly known as, from the province of Manipur.  

 
Impacts of such incidents:  
After recent incidents, locals in Assam blocked the National Highway-306 besides uprooting a 
stretch of the lone railway track connecting Mizoram. Transportation of people and goods to and 
from Mizoram had thus been affected.  
 
What needs to be done?  
● The Supreme Court should be approached for an amicable solution.  
● CRPF forces should patrol and monitor the region under the direct supervision of the Union 

government should be increased.  
● Avoid posting sensitive messages and make judicious use of social media platform” to prevent 

any possible escalation of the situation.  
 

9. Boundary dispute along the Manipur-Nagaland border 
Southern Angami Public Organisation (SAPO), a tribal body of Nagaland, had announced bandh 
over Manipur’s failure in withdrawing armed personnel and permanent structures from the 
disputed Kezoltsa area.  
 
What's the dispute all about?  
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At the root is an old land ownership dispute between three Naga tribes — the Angamis of 
Nagaland, and the Maos and Marams of Manipur.  
● Kezoltsa is a thickly forested area on the periphery of the picturesque Dzukou Valley, 

bordering Nagaland and Manipur.  
● Dzukou Valley, spread over the two states, has traditionally been a bone of contention 

between the Mao Nagas of Senapati (Manipur) and the southern Angami Nagas of Kohima 
(Nagaland).  

 
The dispute: current context:  
● Kezoltsa (also called Kozuru/Kazing) is not a part of Dzukou Valley, but has become a 

flashpoint in recent times with both the Marams and Maos claiming it belongs to Manipur’s 
Senapati district.  

● The Angamis say it is part of the Angami tribal ancestral land, and was “unfairly” made a part 
of Manipur by the British in the colonial era.  

 
What next?  
The claim that the entire Dzukou Valley belongs to Nagaland is made by Southern Angami Public 
Organisation, not by the Nagaland state.  
● If the need arose, the Centre may play the part of mediator in resolving the issue.  
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