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General Challenges to internal security through communication networks, role of 
media and social networking sites in internal security challenges 
 

Changing nature of Warfare 
 
Introduction 

• Modern war is multifaceted and includes military warfare, a cyberwar, an information war and also 
economic war. 

• External support and assistance, however generous, will be inadequate for victory.  

• Our deficiencies are visible in India’s import bills that range from military hardware, combat aircraft, 
parts and inputs for local production to energy and technology.  

• The answer lies in atmanirbharta (self-reliance). 
 
Vulnerabilities that can affect India’s security  

• Dependence on defence equipment: 
o India remained the world’s second-largest arms importer during 2015-19. 
o Although Russia’s share of the Indian weapons market has declined from 72% to 56%, it is still a 

significant amount. 
o Current war on Ukraine and sanctions against Russia may make defence relations difficult for 

India. 

• Hostile neighbourhood: 
o India is surrounded by hostile neighbours in the north like China, Pakistan and Taliban ruled 

Afghanistan. 

• Space warfare: 
o Rapid developments in space technology have significantly enhanced capacity of a nation to 

partake in offensive and defensive space operations. 
o India has been at the receiving end of variants of Hybrid Warfare. 
o Firstly, from Pakistan in the form of state sponsored terrorism and the other through cyber-

threats from China 
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• New forms of terrorist attacks: 
o The idea of Hybrid Warfare encourages new forms of terrorist attacks such as ‘lone-wolf’ 

attacks and creation of ‘sleeper cells’. 
o These attacks are extremely difficult to detect and, in most cases, the financial and ideological 

source remains anonymous. 
o Adversary could also act on the lines of radicalization of the population, which leads to issues 

like Communalism, Naxalism and Separatism in the long run. 
 
Hybrid warfare 

• It generally refers to the use of unconventional methods as part of a multi-domain warfighting approach. 

• These methods aim to disrupt and disable an opponent’s actions without engaging in open hostilities. 

• The methods include disinformation, economic manipulation, use of proxies and insurgencies, 
diplomatic pressure and military actions. 
 

Way Forward 

• The nature of war is changing and it is important to engage adversaries in all domains, like land, sea, air, 
space and cyber.  

• Institutional measures are needed to keep vulnerabilities in check and estimate possible hybrid threats. 

• Self-assessment of critical functions and regularly upgrading critical Fintech systems in the country. 

• Enhance traditional threat assessment activity to include non-conventional political, economic, civil, 
international (PECI) tools and capabilities. 

• Training of armed forces in hybrid warfar: 
o Training in special battle techniques, as well as conditioning to overcome urban combat stress. 
o Training in use of technological tools such as smart robots, Unmanned Aerial Vehicles (UAVs) 

and Intelligence tools like Real Time Situational Awareness (RTSA) for precise operations. 

• Strengthening the democratic institutions enables government to gain trust of its citizens. 
o This helps government negate various forms of hybrid warfare such as disinformation and 

radicalization. 
o Inclusion of Civil Society Institutions such as think tanks multiply the government’s capabilities to 

counter such threats. 

• Investing in Journalism to raise media literacy:  
o Global research shows that 70 percent of uses of the term “hybrid threats” by the media are 

inaccurate.  
o As a result, investing in journalism will indirectly help citizens in understanding the threat. 

 
Conclusion 

• India must become self-reliant with robust backing of technology. This will secure our borders against 
intruders. 
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