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General Studies-3; Topic: Challenges to internal security through communication 
networks, role of media and social networking sites in internal security challenges, 
basics of cyber security. 
 

Creating safe digital spaces 
 
Introduction  

• School-related violence is an infringement of children’s right to education and to health and well-
being. 

• Recognising this, UNESCO Member States have declared the first Thursday of November as the 
International Day against Violence and Bullying at School, including cyberbullying.  

• The aim is to raise awareness among students, parents, members of the school community, 
education authorities and others about the problem of online violence and cyberbullying. 

 
Children’s Access to Internet 

• In India, an estimated 71 million children aged 5-11 years access the Internet on the devices of their 
family members. 

• They constitute about 14% of the country’s active Internet user base of over 500 million.  
 
Incidence of cyberbullying 

• School closures due to COVID-19 lockdowns have led to an unprecedented rise in screen time for 
children, which in turn exposed them to a greater risk of online violence. 

• Various reports have indicated increased incidence of cyberbullying and online child sexual 
exploitation by adults. 

• According to UNESCO’s report, almost one in three students worldwide reported being bullied at 
least once in the preceding month. 
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Impact / Consequences  

• Cyberbullying has negative consequences on the education, health and well-being of children. 

• The impact of online sexual harassment could have long-term negative impacts on mental health 
and well-being.  

• Children who are frequently bullied are nearly three times more likely to feel left out at school than 
those who are not. 

• They are also twice more likely to miss out on school and have a higher tendency to leave formal 
education after finishing secondary school. 

 
Way Forward 

• Cyberbullying prevention interventions should aim at tackling all types of bullying and victimisation 
experiences at the same time, as opposed to each in silo. 

• Effective interventions also require gender-sensitive and targeted approaches. 

• Although online violence is not limited to school premises, the education system plays a crucial role 
in addressing online safety.  

• Concerted efforts must be made to provide children with the knowledge and skills to identify online 
violence so that they can protect themselves from its different forms. 

• Teachers also play a critical role by teaching students about online safety. 

• The information booklet brought out by UNESCO in partnership with NCERT on Safe Online Learning 
in Times of COVID-19 can be a useful reference. 

• Confidential reporting and redress services must be established.  

• Students, parents, schools, education authorities, members of the education community and its 
partners must take part in preventing online violence and promoting the safety and well-being of 
children. 
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