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General Studies-3; Topic: Challenges to internal security through communication 
networks, role of media and social networking sites in internal security challenges, 
basics of cyber security. 
 

Cyber Resilience 
 
Introduction  

• A string of high-profile cyberattacks in recent months has exposed vulnerabilities in the critical 
infrastructure of even advanced nations. 

• This has reinforced the need for improved defences against cyberattacks across continents. 
 
Recent Cyberattacks  

• Several high-profile cyberattacks were reported from the United States during the past several 
months. 

• Towards the end of 2020, a major cyberattack headlined ‘SolarWinds’ —was believed to have been 
sponsored from Russia. 

• In quick succession, thereafter, the U.S. has witnessed three more major attacks. 

• These attacks were all primarily on civilian targets, though each one was of critical importance. 
 
Present Status 

• Cyber, which is often referred to as the fifth domain of warfare, is now largely being employed 
against civilian targets, bringing the war into our homes.  

• Most nations have been concentrating mainly on erecting cyber defences to protect military and 
strategic targets, but this will now need to change.  

• Military cyber planners erect defences against software vulnerabilities referred to as ‘Zero-day’, that 
had the capability to cripple a system and could lie undetected for a long time. 

• Today, other Zero-day software, no doubt exist, though little is known about them. 
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• A whole new market currently exists for Zero day software outside the military domain, and the 
world must prepare for this eventuality. 

• Ransomware attacks have skyrocketed, with demands and payments going into multi-millions of 
dollars.  

• India figures prominently in this list, being one of the most affected.  

• The recovery cost from the impact of a ransomware attack has tripled. Mid-sized companies, today 
face a catastrophic situation, if attacked, and may even have to cease operations.  

• Banking and financial services were most prone to ransomware attacks till date, but oil, electricity 
grids, and lately, health care, have begun to figure prominently. 

 
Zeroing in on health care 

• What is specially worrisome at this time, when a pandemic is raging, is the number of cyberattacks 
on health-care systems. 

• With data becoming a vital element in today’s world, personal information has become a vital 
commodity. 

• Cybercriminals are increasingly targeting a nation’s health-care system and trying to gain access to 
patients’ data. 
 

Concerns / Challenges 

• Defending civilian targets, and more so critical infrastructure, against cyberattacks such as 
ransomware and phishing will stretch the capability and resources of governments across the globe. 

• The distinction between military and civilian targets is increasingly getting erased and the 
consequences of this could be indeterminate.  

• Cybercriminals are now engaged in stealing sensitive data in targeted computers before launching a 
ransomware attack. 

• This is resulting in a kind of ‘double jeopardy’ for the targeted victim.  

• As data becomes the world’s most precious commodity, attacks on data and data systems are bound 
to intensify.  

 
Way Forward 

• The need to be aware of the nature of the cyber threat and take adequate precautionary measures, 
has become extremely vital. 

• Building deep technology in cyber is essential. 

• New technologies such as artificial intelligence, Machine learning and quantum computing, also 
present new opportunities.  

• Nations that are adequately prepared and have made rapid progress in artificial intelligence and 
quantum computing have a clear advantage over states that lag behind in these fields.  

• Pressure also needs to be put on officials in the public domain to carry out regular vulnerability 
assessments and create necessary awareness of the growing cyber threat. 

 

http://www.insightsonindia.com/

