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General Studies-3; Topic- Challenges to internal security through communication 
networks, role of media and social networking sites in internal security challenges 
 

Data Protection in India 
 
Introduction 

• The dawn of the information age opened up great opportunities for the beneficial use of data. 

• Given the rising internet penetration, it is imperative to protect the sanctity of data generated. 
 
Instances of Data Security Breach 

• Recently there was a news of data heist of Bengaluru-based Juspay, which processes digital payments 
for the likes of Amazon, Swiggy and MakeMyTrip 

• Credit and debit card transaction details of about 100 million Indians were found being hawked on the 
dark web. 

• As online payments rise, the dark web expands and hackers upgrade their skills and this menace is likely 
to multiply. 

 
Significance of Data 

• The processing of data (based on one’s online habits and preferences) has become an important source 
of profits for big corporations. 

• Targeted advertising: Companies, governments, and political parties find it valuable because they can 
use it to find the most convincing ways to advertise online. 

• Data is the new oil, data is strategic and foreign entities could cripple India in event of war or sanctions. 

• It has become a potential avenue for invasion of privacy, as it can reveal extremely personal aspects. 
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• It is now clear that much of the future’s economy and issues of national sovereignty will be predicated 
on the regulation of data. 

• It is also likely to help IT and telecom infrastructure players grow. 

• This is an opportunity for Indian technology companies to evolve an outlook from services to products. 
 
Need for Data Protection 

• In India, there are about 500 million active web users and India’s online market is second only to China. 

• Large collection of information about individuals and their online habits has become an important 
source of profits. 

• Besides, presently, there are no laws on the utilization of individual information and forestalling its 
abuse. 

• It is no exaggeration that the success of India’s digital economy depends on popular perceptions of 
online data security. 

• To curtail the perils of unregulated and arbitrary use of personal data. 

• With the advent of cloud computing, Indian users’ data is outside the country’s boundaries, leading to a 
conflict of jurisdiction in case of any dispute. 

 
Data Localisation 

• Data localisation refers to the process of storing data within the borders of a particular country where 
the data was generated. 

• Data localization can help law-enforcement agencies access data for investigations and enforcement. 

• Data localization will also increase the ability of the Indian government to tax Internet giants. 

• Data is a digital transactions footprint. During war or hostilities, data centres could be switched off. Such 
scenarios are pushing countries towards local infrastructure. 

 
International Practice 

• Many countries have implemented or are in the process of implementing data localisation laws, 
including — China, United States, Brazil, Indonesia and Russia. 

• Russia has the most restrictive regulation for data flows with strict localisation. 

• Europe’s data protection regime puts limits on cross-border data flows to countries that don’t have data 
protection laws. 

 
Concerns / Challenges 

• Major players in India’s digital economy are not only based abroad, but also export data to other 
jurisdictions. 

• Potential drain of economic wealth of a nation. Financial rewards of big data are enjoyed by MNCs 
located in USA. 

• Infrastructure in India for efficient data collection and management is lacking 
 
Way Forward 

• Data minimisation and accountability of those who process and control data. 

• Personal data in the public interest should be protected and used only for the purposes it was collected. 

• Adequate infrastructure in terms of energy, real estate, and internet connectivity also needs to be made 
available for India to become a global hub for data centres. 

• Start-ups can develop technology that enables users to control who gets access to the data about their 
behaviour patterns in the digital world. 

• Data needs to be shared with start-ups so that they can have a level playing field in offering innovative 
services with large and often global data companies. 

• Encouraging formation of native internet giants like how china has done. 

• Current data protection rules under the Information Technology Act urgently need an update and should 
reflect modern trends. 
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