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General Studies-2; Topic: Mechanisms, laws, institutions and Bodies constituted for the 
protection and betterment of vulnerable sections  
 

WhatsApp Child Abduction Rumours 
 

1) Introduction 

 A mob in Dhule district of Maharashtra lynched five people after rumours spread by WhatsApp 
messages prompted suspicion that they were child abductors. 

 Recently WhatsApp messages have inspired deadly attacks in India. 

 Someone starts the rumour and it goes on from there. 
 

2) Recent Incidents 

 Incidents involving fake rumours about child abductors have increased across India. 

 There were child-lifting rumours even before smartphones and platforms like WhatsApp became 
ubiquitous. 

 But these have greatly extended the reach and speed of rumours. 

 Three people were killed in Tripura after social media, including WhatsApp, rumours of child 
abduction. 

 Two men travelling in a SUV were lynched by a mob in Assam after rumours that a child was being 
held in the car. 

 A transgender woman was killed in Hyderabad when they were attacked by mob acting on 
WhatsApp rumours that the women were child traffickers. 

 People were sharing (fake images and videos) that child lifters looking for human organs such as 
kidneys and livers. 

 State governments have begun campaigns to counter rumours mostly spread through WhatsApp 
groups. 

 The police are running ads in local newspapers and TV channels to create awareness about such 
false reports. 
 

3) Concerns / Challenges 

 Most of the targeted people were innocent. 

 Of all social media platforms, WhatsApp is proving the most challenging for investigators trying to 
track the source of such rumours. 

 In WhatsApp everything is encrypted end-to-end at the device level — all data is stored on the 
device and not on servers. 

 So, WhatsApp does not know what is being discussed. 

 For things that are widely shared on WhatsApp, it is next to impossible to identify the source.  

 The admin has no control over what other people in the group will post in the group and hence 
cannot be liable for action. 

 Administrative deficiencies are causing these lynching. 
 

4) International Practice 

 Freedom House, a US-based government-funded NGO, has reported WhatsApp was disrupted in 12 
of 65 countries in 2016 and 2017. 

 Uganda has introduced a social media tax to check online gossip, and on Sunday it made social 
media inaccessible to those who have not paid the tax. 
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 In Mexico, private groups collaborated to set up a fact-checking initiative that tries to intervene in 
the spread of fake news on WhatsApp. 

 Many nations have restricted internet during times of unrest, primarily to block ill intentioned 
WhatsApp campaigns. 
 

5) Way Forward 

 Spread of false messages should be immediately contained through the application of appropriate 
technology. 

 Adequate and better policing, quick action against rumours and fast prosecution of culprits in cases 
of lynching. 

 For curbing the spread of false messages, WhatsApp require a partnership between the tech firm, 
civil society and the government. 

 The admin of the group should inform police if anyone is spreading fake news. 

 Spreading message about the ill effects of rumours in the villages through Innovative ways like road 
shows and musicians. 

 WhatsApp must also run long-term public safety ad campaigns in India. 
 

6) Facts for Prelims 

 Metadata is defined as data about other data, and includes information such as user name, device 
info and log-in time. 

 Each file has a certain amount of metadata, which is embedded when the file is created.  

 WhatsApp removes this, too, when it compresses a video or photo. This is called stripping. 

 Encryption is the process of encoding a message or information in such a way that only authorized 
parties can access it and those who are not authorized cannot.  

 In a communication system with end-to-end encryption feature, once the data leaves the starting 
point, it gets encrypted, and then it can be decrypted only at its intended destination and nowhere 
in between. 

 End-to-end encryption technology is much safer because it do away with the requirement of third 
parties for servers. 

 
 


