
                              Insights Mind maps 
 

www.insightsonindia.com  Page 1                                                   www.insightsias.com  

General Studies – 3; Topic: Role of media and social networking sites in internal security 
challenges, basics of cyber security;; Role of external state and non-state actors in 
creating challenges to internal security. 

 
Use of Internet by Non-State Actors 

 
1) Introduction 

 Internet and social media has been a boon to the mankind since it allows us to stay connected with 
people and allows us to stay updated. Whereas they are also being used for subversive activities 
which is increasing lately. 

 As internet has increased its reach and has become very accessible, it is a tool effectively used by 
non state actors. 

 ‘Internet-enabled’ terrorism has introduced greater complexity in an already difficult scenario. 
 

2) Use of Internet by Non-State Actors 

 The Internet has become a dangerous ‘plaything’ in the hands of the many of the new-era terror 
outfits.  

  ‘cyber-planners’, who will be responsible for planning terror attacks, identifying recruits, act as 
“virtual coachers”, and provide guidance and encouragement throughout the process. 

 Radicalisation via the Internet has attained a whole new dimension. Propaganda via the Internet 
today involves far more than mere recruitment.  

 Terrorists using bitcoin and online-payment services to fund terrorist activities. 

 Spreading their propaganda using social media platforms and youtube. 

 3.2 million (32 lakhs) debit cards belonging to major banks had been compromised in India. 

 Breach of 500m yahoo user accounts. 

 Mirai botnet cyber-attack in 2016 that brought down much of America’s internet was likely the 
largest of its kind in history. 

 Unethical hacking on private accounts of famous personalities as well as common people. 

 Cyber war and espionage is affecting the economic and political relationships between nation-
states as well as changing the shape of modern warfare.  

 The recent WannaCry ransomware attack had hit about 150 countries globally, including Russia and 
the US. 
 

3) Concerns / Challenges 

  ‘Cyber planners’ and ‘cyber controllers’ maintain almost total anonymity. 

 Visa restrictions and airport security, including security of the installations to be targeted, would 
again mean little to attackers, since they will strike where they live, and will no longer have to travel 
for their action. 

 Collaboration agreements among terror outfits are increasing, with signs of greater sophistication 
in the means and methods to perpetuate terror. 

 ‘Internet-enabled’ terrorism has introduced a far greater degree of complexity into an already 
difficult scenario.  

 The result is that the ‘lone wolf’ is no longer alone. Internet-enabled terror involves violence 
conceived and guided by “controllers” thousands of miles away.  

 Terrorism can be said today to be the single most serious threat to peace across the world. 
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 Several aspects, political, security and developmental, are affected adversely by terrorism.  

 The hacker group had said that the Indian banking system is "deeply flawed" and have stated that 
popular e-wallet firm's servers are compromised, and have been attacked at the root level. 

 
4) Solution 

 With the growing reach of internet and social media in the recent times, effective measures have to 
be taken by the government to create a vibrant Internet society, where citizens are now becoming 
"netizens". 

 Review of the IT Act to make it stronger. 

 Setting up a crack team to respond to unusual incidents on a war footing. 

 Strengthening of social networking sites. 

 Financial industry including payment and wallet firms have to immediately report any untoward 
incident to CERT-In. 

 Review of the “entire IT infrastructure” of India and the need of the hour is “hardening” of the 
security wall. 

 Appointing Central Information Security Officers apart from creating awareness among people 
regarding cyber security. 

 CERT-In and NATGRID must be efficiently supported by human resource and budgetary support. 

 In the age of increasing internet usage, an All India cyber security service must be created on the 
lines of Indian police service. 

 Awareness programmes regarding the safe usage of Internet and social media among the people. 

 Training and employing ethical hackers to check vulnerabilities present in the cyberspace and 
respond quickly when there is a cyber attack. 

 
 


